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Resource AccessControl in Systemsof Mobile Agents

MATTHEW HENNESSY AND JAMES RIELY

ABSTRACT. We describea typing systemfor a distributed r-calculuswhich guaranteethat dis-

tributedagentcannotaccessheresoucesof a systemwithoutfirst beinggrantedthe capabilityto

do so. Thelanguagsestudiedallows agentso move betweendistributedlocationsandto augment
their setof capabilitiesvia communicatiorwith otheragentsThetypesystenis basednthenovel

notion of a locationtype which describeghe setof resourcesvailableto an agentat a location.

Resourcesirethemselesequippedwith capabilities,andthusan agentmay be given permission
to senddataalonga channelat a particularlocationwithout beinggrantedpermissiorto readdata
alongthe samechannel We alsodescribea tagged versionof the languagewherethe capabilities
of agentaremadeexplicit in thesyntax.Usingthistaggedanguageve defineacceswiolationsas
runtimeerrorsandprove thatwell-typedsystemsreincapableof sucherrors.

1 Intr oduction

Mobile computationwhereindependenagentsoamwidely distributednetworks
in searchof resourcesandinformation, is fastbecominga reality. A numberof
programmindanguagesAPIs andprotocolshave recentlyemegedwhich seekto
provide high-level supportfor mobile agents. Theseinclude Java [27], Odyssg
[14], Aglets[17], Voyager[27] andthe latestrevisions of the Internetprotocol
[23, 2]. In additionto thesecommercialefforts, mary prototypelanguagesave
beendevelopedandimplementedvithin theprogrammindanguageesearcltom-
munity — examplesincludeLindal[7, 8], Facile[15], Obliq [6], Infosphereg1(],
andthejoin calculus[17]. In this paperwe addresghe issueof resourceaccess
controlfor suchlanguages.

Centralto the paradigmof mobile computationare the notionsof agent,re-
sourceandlocation. Agentsare effective entitiesthat perform computationand
interactwith otheragents.Interactionis achiezed usingsharedresoucessuchas
memorycells, M-structures objects(with sharedmethodsand state)or commu-
nicationchannels.The useof the term“mobile” impliesthatagentsare boundto
particularlocationsandthatthis bindingmayvary overtime, i.e. agentscanmove
Resourcespnthe otherhand,areoftenfixedto asinglelocation,althoughproxies
andmirrorsmaybesetup in orderto distributetheir contents.

In opendistributedsystemssuchastheinternet,it is unwiseto assumehatall
agentsarebenign,andthusa certainamountof effort mustbe spentto ensurethat
vital resourcesreprotectedrom unauthorizedccessThis canbeaccomplished
by usinga systemof capabilitiesandby predicatingresourceacces®n possession
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of theappropriatecapability It is unreasonabldjowever, to expectthateveryuse
of every resourcein a systembe thus verified dynamically; sucha requirement
surely would degradesystemperformanceunacceptably Thusit is attractve to

developstaticanalysesor typingsystemshatguaranteeontrolledaccesso system
resources.

We presenta typedlanguagegor mobile agentswhich allows fine control over
the useof resource$n a system.We alsodefinea tagged versionof the language
in which agentsexplicitly carrythe setsof capabilitieswhich they have acquired.
Usingthistaggedanguagewe capturaesourceccesyiolationsasruntimeerrors
andshaw thatwell-typedtermsareincapableof sucherrors.

Thelanguagestudiedin this paper calledDt! is a distributedvariantof the -
calculug[21], andthustheresoucesof interestarechannelswhich supportbinary
communicatiorbetweernagents.We take agentso be locatedthreads which are
simply termsof theordinarypolyadicre-calculug 2(], extendedwith primitivesfor
movementbetweenocationsandfor the creationof new locations. The language
is similar to that studiedby Amadio[3, 1]. Therearetwo major differences:we
ignorelocationfailure andwe restrictcommunicatiorto be local. The secondof
thesedifferenceds moreimportant.In Amadio’s languageandin mostotherdis-
tributedversionsof thete-calculug[ 26, 17], therearetwo formsof movement:one
for agentsandanotherfor messges which canbe seenasvery simpleagentson-
sistingonly of avaluethatis to becommunicatedemotely Herewe limit mobility
to a singlelanguageconstruct.eliminatingthe possibility of remotecommunica-
tion without explicit movement. The languagas presentedn Section2. We give
severalexamplesof its usein Section3.

Thetypesystemis basednthenotionof locationtypesof theform:

loc{a;:Ay,...,an:An}

Here eachg is channelname,and eachA; is a channeltype The ideais that
the type of a locationembodieshe setsof capabilitiesthat an agenthasat that
location.If anagentknows of alocation/ attypeloc{a:A,b:B}, thentheagenthas
permissionto usechannelsa andb at 4, but not ary otherchannels.Capabilities
are communicatedhroughchannelsandthus channeltypesmay have the form
chan(L), whichis thetypefor channelsvhich communicatdocationsof typeL.
Agentsmayrestrictaccesgo aresourceby controllingthetype of thechannel
overwhichthenameof theresources sent. Thusif anagentsendgshename’ over
achannelof typechan(loc{a:A,b:B}), thentherecipientgainsaccesgo channels
aandb at/. Insteadwhenthesamenameis communicateaver achannebf type
chan({loc{a:A}), the recipientgainsacces®nly to channela at £. Of coursefor
suchcommunicatiorto be sound the sendemusthave, for thevalueit is sending,
all of the capabilitiesthatthe channelrequires.Otherwisea sendercould “forge”

1Thelanguagés somevhatdifferentfrom thatof [25], althoughwe usethe samename.
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arbitrarycapabilities.To formalizethis requirementve introducea subtypingre-
lation ontypes.Onlocationtypes,the subtypingrelationis the sameastraditional
recordor objectsubtyping:

|0C{a12A1, ceey akAk} S |0C{a12A1, ceey akAk, ceey anAn}

We develop the typing systemin stages. In Section4, we presenta simple
typing systemin which subtypingappliesto locations,but not channels. Using
this type systemwe setup the major resultsof the paper: subjectreductionand
type-safety Theseresultsarerepeatedor subsequertiyping systemsaswell.

In Section5 we obsenre thatthesimpletypesystemwhile natural,is overly re-
strictive. An importantaspecof mobileagentss theability to acquirecapabilities
from multiple sources.For example,an agentlocatedat £ may have a capability
at k which allows it to acquireadditionalcapabilitiesat k. To exercisethis right,
the agentmay spavn a “sub-agentto go over to k, getthe new capabilitiesthen
comebackandreport. Thedifficulty is thatwhenthe new capabilitiesarereceved
backat the original agent they arerecevedwith respecto a separateénstanceof
thenamek. In orderto establisisubjectreductionthesimpletype systenmakesit
impossibleto usein concertcapabilitiesacquiredon differentinstance®f a loca-
tion. Someexamplesvhichrequirethis extraexpressvenesaregivenin Sectiorns.
To overcomethis limitation, we wealenthe simpletype systemby allowing capa-
bilities to be meged from differentinstancesf a locationnameusing a match
(or equality)operator‘if z= k then p”. Crucialto the new type systemandto the
proof of its soundnesss the factthatthe subtypingrelationis boundedcomplete
i.e. wheneer two typeshave a commonsubtypethey have a greatestcommon
subtype.

In Section6 we extendthe improved type systemto a languagewith chan-
nel subtyping basedon readandwrite capabilities. The extendedtype systemis
basedn thatof PierceandSangiogi [24], who first studiedchannebkubtypingfor
T-calculi. PierceandSangiogi’s definitionof subtyping however, is not bounded
complete.To rectify this,we useatypelanguagendsubtypingrelationwhichgen-
eralizethoseof [24]. In this sectionwe alsoaugmentiocationtypeswith explicit
capabilitiesfor channekreationandagentmovement.

The paperconcludewith adiscussiorof relatedwork andopenissues.
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2 ThelLanguage

In this sectionwe describeDr, definingmary auxiliary notationsthat are used

throughoutthe paper Beforedescribingthe syntaxandreductionsemanticsye

first presentanexamplewhich givesanoverview of thefeaturef thelanguage.
A typical Drtsystemis thefollowing:

¢l | (va{kA}) (€]a] | KIrT)

Therearethreeagentsunningin parallel: £[p] and/[[q] runningatlocation/ and
k[r] runningatlocationk. Moreover g andr sharea privatechannelg, declaredat
locationk. Supposehat/[[p] hasthefrom:

£[b2(x) p| c2(Y) p2]

This agentcontaingwo subthreadsyhichwhensplit will runin parallel. Thefirst
subthreadwaits input on channeb, whereaghe secondawaits input on channel
c. If agentk[r] hasthe form k[b!(d)r’], one might expectthat communication
couldoccurbetweerp andr onchanneb. Thisis notthe case however. Thetwo
instancesf b referto resourcest differentlocations,eventhoughthey have the
samename.

To communicatewith p, r mustfirst movefrom k to £ andthenuseb at/. We
write suchanagentask[¢::b!(d)r']. Thistermcanreduceto £[b!(d) r'], enabling
local communicatiorbetweerp andr. After the communicatiornthe systemis:

lp V] | £le2AY)p2] | (va:{k}) (¢[a] | £[r'])

Theasynchronouorm of thisidiom (wherer’ is nil) is usedso frequentlythatin
Section3 we introducethe notation“£.a! (V)" asshorthandor “£::a! (V) nil.”

In orderfor k[£::b!(d) r'] to bewell-typed,it mustbethatthenamed commu-
nicatedis alsolocatedat /. To enablethe communicatiorof non-localnamesa
differentsyntaxmustbe used. Supposehat £[q] now wishesto sendthe private
namea (locatedremotelyatk) to theagent/[[c?(Y) p2]. In this casewe mustwrite
/[q] as/[c!(k[a])q]. We motivatethis syntacticdistinctionin our discussiorof
typeson pageb.

2.1 Syntax

The syntaxof thelanguages givenin Tablel. In definingthe syntax,we presup-
posethe existenceof a setVar of variables rangedover by x-z, anda setNameof
names rangedover by a-m. Both variablesandnamesaretyped; however, since
we considedifferenttype systemsn the courseof the papeywe do not reportthe
syntaxof typesin Tablel. Thetypesystemusedin Sectiors 4 and5 is described
on page6. For the momentsufiice it to saythatnamesareassignedtomictypes
E-G, which may be eitherchanneltypes A-C, andlocationtypes K-M. Variables
may additionallybe assignedneof the compoundr valuetypes,rangedover by
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Table 1 Syntax
Systems: Threads: Ids, PatternsValues:
P-R ::=nil | P|Q pr :=nil|p|q uw =e| x
| (vaA)P (vaA)p X-Z i=x|2X | X
| (vm:Mm)P (vm:M)p U-W :=u [w[U] |U
|

u{Vyp | u?(X:{)q

|
|

2[p] I usp
| *p|ifu=vthenpelseq

¢ and¢. To improve readabilitywe usuallyusek-m to rangeover namesof loca-
tion typeanda-c for namef channetype;we usee-g whenthetypeof anameis
unimportantWe alsoroutinelydroptypeannotationsvhenthey arenotof interest.

SystemsAgentsand Threads. Themainsyntacticcateyoryis thatof asysten®.
Intuitively, a systemconsistsof a setof agentsrunningindependentlyn parallel.
An agent/[p] is a locatedthread wherea threadis simply a term of the thread
language describedbelon. Systemsare combinedusing the static combinators
of the r-calculus,namelyparallelcomposition| andrestriction(ve). We further
discusgheform of therestrictionoperatoibelow, afterdescribingypes.

The syntaxof threadds similar to thatof the synchronougolyadictecalculus
[20)], with somesmallextensiongo dealwith locations.First, locationsarenames
andthusmary of theusualoperatorof the r-calculusapplyto them.In particular
new locationsmay be createdusing (v£), locationsmay be comparedusingthe
conditional,andlocationsmay be communicatedisingthe input and outputcon-
structs. Secondwe introducea move operatorthat allows a threadto move from
onelocationto anotherfor example thethreadk:: p mustmoveto locationk before
continuingto executep. The move operatoiis alsostudiedby Amadio[1, 3], who
writes“k:: p” as“spavn(k, p).”

All of the operatorsbut “move” are well known from the Tecalculus. These
includethe staticcombinatorg and(ve), aswell asconstructdor outputu! (V) p,
inputu?(X) g, (mis)matchingf u = vthen gelse r anditerationxp (in theliterature,
iterationis usuallywritten!p). Communicatiorbetweeragentsoccursalongchan-
nels As discussedh the exampleat the beginningof this section,communication
is purelylocal (unlike[3, 11, 26€]) in thatagentscanonly communicatevith other
agentatthesamdocation,usingchannelshathave beenallocatedatthatlocation.

In the concretesyntax,“move” hasgreaterbinding power than composition.
Thus?:p | g shouldberead(£:p)|g. We adoptseveral standardabbreiations.
For example,we omit trailing occurrencesf nil andoftendenotetuplesandother
groupsusingatilde; e.g. we maywrite @ insteadof (a,...a,) and (VEE) p instead
of (Ve E;)...(ven:En) p. We alsomay write “if u= v then p” insteadof “if u =
Vthen pelse nil” and“if u# vthen q” insteadof “if u= vthen nil else .”
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Types,Valuesand Patterns. Weview knowledgeof channeh at/ asacapability
to usea at £. Thesecapabilitiesarethe basisof simplelocationtypes which are
definedasfollows:

K-M ::=loc{&A}, & distinct

A locationtype is simply a setof capabilitiesof the form a:A, whereno two ca-
pabilitiesrefer to the samechannel. We identify typesup to reorderingof capa-
bilities anddrop empty capabilitysets,writing “loc” insteadof “loc{}". We also
write “L,a:A” for the extensionof the locationtype L with the new channela at
type A. Thusloc{a:A,a:A’} is not a valid type, andif L = loc{a:A,b:B} then
L = loc{b:B,a:A} andL,c:C = loc{a:A,b:B, c:C}.

To ensurghatwell typingis preseredby reductionwe mustensurghatagents
receve dataat the type intended.The “intended”typeis negotiatedby typing the
channeluponwhich the datais communicatedsendeandrecever mustagreeon
thetypeof thecommunicatiorchannel. Thuschannetypeshave theform

A-C ::=chan({)

where( is thetype of datatransmittedover the channel. A typical examplemight
bechan(L,K), thetypeof achannelvhichcantransmitapair of objectstheobjects
having thetypesL andK respectiely. We write obj(A) to denotethetransmission
type,or objecttypeusedin thechannelypeA, i.e. obj(chan({)) = ¢. For simplic-
ity, we do notallow recursve types(but seeour commentsn the conclusiorof the
paper).

It remainsonly to definethevaluetypes(. Therearetwo basicformsof values:
channelsand locations. When a channelis communicatedit is assumedo be
local; whenalocationis communicatedpothingis assumedboutits location(i.e.,
it couldbethecurrentlocationor not). Onechoice,then,would beto allow values
thataretuplesof channelsindlocationsj.e. of typeE, whereg ::= A | K. In mary
caseshowever, thesetypesarenot sufficiently expressve.

For example,considera remoteprocedurecall in which a threadat ¢ sendsa
requesto a procedureat k, thenwaits to receve a reply. Usingthis type system,
the examplemight bewritten:

lkzal()[r2(X)q] | K[aAzloc{r:C})z:r(V)]

Herethe channel is aresponsehannelwhichthethreadatk usesto reply to the
request. Note thatr mustbe globally known to be availableat £. This stratgy
breaksdown, however, if thereare mary concurrentrequestdo the sameremote
procedureln thiscasepnewouldliketo beableto createafreshresponsehannel
for eachrequestOneattemptis thefollowing:

I(vrykzalg,ry | r2X)q] | k[a?(zloc,x:B)z:x (V)]
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However, herewe have violatedthe principlethatchannekcommunications local;
i.e. channef, whencommunicateatk, is notlocal to k, but ratherto £.

The crucial link missingis the dependencef r on £. To expressthis depen-
dencewe write thecommunicatedalueas/[r| ratherthan(4,r). Theexamplecan
now bewrittenas

Ivrykzalr]) [r2(X)a] | K[aAZX]:loc[B]) zz X! (V)]

In standardterminology we have introducedexistential types, along with con-
structorsand destructorsfor thosetypes. Thus, one canread“ZX]:loc[B]” as
“z:3IxJoc{x:B}".

In summaryvaluetypesareof theform:

Li=A | KA | T

The syntaxof valuesandpatterns givenin Table 1, follows the structureof these
types,providing aconstructoanddestructoffor everytype. In valuesandpatterns,
we treatu:L asshorthandor u[]:L[]. We sometimesisethe termexistentialloca-
tion typeto referto typesof theform L[A;...A], particularlyif n> 0. By contrast,
thetermsimplelocationtypeis reseredfor typesof theform L (or L[]).

Name Creation. Therearetwo forms of private namecreationin threads,for
channelaindlocationsrespectiely. (We usetheterms“namecreation”and“name
restriction”interchangeably Thethread(va:A) p createsa new privatechannela
of type A, calledthe declarmation typeof a, andthenexecutesthe threadp. This
channelcreationis handledin exactly the sameway as namecreationin the =
calculus;useof the channek is restrictedto p, althoughduring execution,p may
enlamge thescopeof therestrictionby outputtinga. Thecreationof locationnames
is similar. Thethread(vk:K) p, createsa new locationk with typeK andcontinues
with the executionof the continuatiorp.

Thesetwo forms of namecreationare also applicableto systemsn general.
However herewe mustrecordthe location of a restrictedchannel. We allow a
generalconstruct(va:A) P that allows the channelnameto be restrictedat mary
locationswith differenttypes. To do this we usefinite partial mapsA, Yfrom
locationsto channetypes(A : Loc — CTypg. Theuseof thesemapswill beclear
oncewe presenthestructuralrule s-newc.

Binders and Substitution. We assumehe standardnotion of free and bound
occurrence®f variablesandnamesn systemsandthreads.Variablesare bound
by the input constructwhereasnamesare boundby namecreation. A termwith
nofreevariabless closed We write fn(P) for thefunctionwhichreturnsthe setof
freenamesoccurringin P.

Notethatchannehamescanappeaiin typesandthereforethey mustbe taken
into accountin the definition of free names. So, for examplethe free namesof
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Table 2 ReductionRelation

r-move L[k:p] — K[p]
[alv)p] | £[a(X)a] — £[p] | £[a{¥/x}H
[if e=ethen pelse ] — £[p]
l[ife=dthenpelseq] — £[q] if e#d
P— P . P— P P=Q—Q=F
(rnew) (ve)P — (ve) P (rst1) R|P— R|P P— P

(r-comm
(r-eqs
(r-eq2

— e N N

c?(X:¢) p includethe nameswhich appeain { while thoseof (va:A) P includethe
domainof themapA.

We alsoassumehe standardhotionsof alpha-equivalence=q, and substitu-
tion, whereP{Yx} denoteghe capture-goiding substitutionof u for x in P. The
notationP{V/x} generalizeshisin anobviousway asa sequencef substitutions.
For {V/x}} to be well-defined,it mustbe that the structureof the X matcheshe
structureof V. No specialprovision is necessaryor locationvaluessuchas/[al;
in substitutiorthesearetreatedassimpletuples.e.g. P{{&/zx} = P{¥2}{3x}.

We have beencarefulto definelocationtypesover channelnamesatherthan
channelidentifiers, sothat substitutiorneednot occurin types. This preventsone
from writing, for example,a?(z]x]) b?(wly]) (v£:loc{x,y}) . We discusghis further
in theconclusion.

In thesequele identify termsupto alpha-equialence.

2.2 Reduction Semantics

The reductionsemanticsgivenin Table 2, is definedas a reductionrelation be-
tweensystemsthusjudgmentsareof theform

P—P

whereP andP’ are(closed)systemterms. Most of the rulesarefamiliar from the
T-calculus,with a few changeso accommodatéhe factthatagentsare explicitly
located.

The mainnew rule is thatfor codemovement,r-move, which allows anagent
to move from onelocationto anothey sayfrom Z to k. In the semanticghis is
representedby terminationof the threadat ¢ andtheinitiation of a new threadat
k: £[k::p] — K[p]. Note,however, thatp carrieswith it to k all of the capabilities
thatwereacquiredby theoriginal agent(via substitutionof namedor variables).

The rule r-comm for communicatiorallows two agentsrunning at the same
location/ to exchangeavalueV alonga commonchannek:

(alvyp] | £[a(X)a] — £[p] | £[a{Y/x}H
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Table 3 StructuralEquivalence

) Lnil] = nil
) £lpld] = £[p] | £]d]
) £[+p] = £[p] | £[*p]
(s-newc) Z[(va:A)p] = (va:{L:A}) £[p]
) £[(vkK)p] = (VkK) £Z][p] if K#£4
) QIveP=(ve)(QIP)  ife¢n(Q)

It isworthemphasizinghattheagentsnustbeco-locatedor communicatioro oc-
cur. As discusseatthebeaginningof this section agentghatwishto communicate
onaremotechannemustfirst move to theremotelocationusingtheasynchronous
“move” operation.If anagentdoesnot wish to move, it may spavn a new thread
which“splits” from theagentandthenperformsthedesiredmnove/communication.
Informationthusacquiredmay be returnedto the primary agentlater via commu-
nication.We discusghis furtherin Example4 of Section3.

The structural equivalencd4, 2(], definedin Table 3, relatesclosedsystems
(P = Q). The purposeof the structuralequivalenceis to abstractfrom the static
structureof terms,i.e. from theirrelevantdetailsof the syntacticrelationbetween
composition(p| g), restriction((ve) p) andlocation(£[p]). The structuralequia-
lenceis definedio betheleastequivalenceaelationthatis closedundercomposition
andrestriction satisfieshemonoidlaws for compositior? andsatisfiegheaxioms
givenin Table3.2

In additionto the standardaxiom for nameextrusion (s-extr), the structural
equialenceincludesaxiomsthat allow restrictionand compositionto be lifted
from threadsto systems. The mostimportantof theseis the rule s-split which
allows anagentto split into two independenagenty4[P | Q] = £[P] | £[Q]). The
rule s-nil allowsfor garbagecollectionof terminatechgentswhereas-itr provides
a standardnterpretatiorof iteration. Note thatwhena channelnameis extracted
from athreadusings-newc (£[(va:A) p] = (va:{£:A}) £[p]) it is necessarjo record
in the“global” restrictionthelocationat which the namewasdefined.

2Themonoidlaws are:P|nil= P, P|Q= Q|P,andP|(Q|R) = (P|Q) |R

3The structuralequivalencecan be extendedin variousways, althoughthe given definition is
sufficient for our purposes.lt may be worth mentioningthat the standard'swap” rule for names
((vf) (ve) P = (ve) (V)P if e##T)is somevhatmorecomplicatedn our setting.If onewishedto
addtheswapruleto thestructuralequivalencejt wouldlook lik e this:

(s-swapy) (veiL) (vkK) P = (vkK) (veL) P if £#k

(s-swapec) (va:A) (vbrY P = (vbrY (va:A) P ifa#b
(s-swapic1) (veL) (vaA) P = (va:A) (veL) P ifa¢ Landl ¢ A
(s-swapi2) (VLL) (va:(A,LA))P = (va) (ve(L,aA))P
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3 Examples

In orderto simplify the presentatiorof examples,we will assumea setof basic
datatypesuchasintegersandadopta few notationalcorventions. In particular
we will definethreadsusingthenotation

X(hy)<p

wherethe first parameteh standsfor the initial location,or home of the thread.
This allows us to write X(4,V) as shorthandfor the agent/[X(¢,V)], i.e. the
agentwith codeX(¢,V) runningat location£. We will alsowrite £.a!{v) p for the
message-sendingread/ :: al(v) nil | p; notethatthe “continuation” p is actually
asynchronouwith respecto thesendingof themessage.

Example 1. A Counter. As afirst example,we presenta simplecounterwhich
usestheglobalnamesup,dnandrd:

Counth,n) < (vsint)si{(n) | xup?(z]y]) s?(x) (s'{(x+1) | zy!(}))
| +dn2(Z]y]) s2(x) (sH(x—1) | Zy!())
| +rd?2(Zly]) s2(x) (sl(x) [ zYy!(X))

Thisdescribes simplecounterrunningatlocationh, andinitializedto thevaluen.
Thevalueof the counters storedusinga privatechannek. Therearethreepublic
channelgor methods):up for incrementinghe storedvalue,dn for decrementing
it, andrd for retrieving it. The definition of the methodgollows the style typical
of the asynchronoust-calculus: to invoke a method,a usercreatesa response
channel, sendghis responsehannelbsargumentto the methodcall, thenawaits
anansweronr. For example,therd methodexecutesasfollows. Uponreceving
ard requestthe methodreadsthe local states?(x) (thuslocking the object),then
re-storeghe state(releasinghe lock) andsendinga responseo the userwith the
valueread.For themethodsup anddn, no valueis returnedandthustheresponse
simply indicateghatthe operations complete.

Supposehatthe counteris locatedat locationcnt Thena typical usermight
be codedasfollows:

U(h,cnt) <= (vr) cntup!(hr])

r?() cntup!(hr])
r?() (vt) entrd!(hit])
t?(x) out (x) U’

Theuserincrementghe countentwice, thenreadsts value,reportingtheresulton
thechannebutlocatedat h. We write thecombinedsystemas

U(k,cnt) | Count(cnt 0)
whichis shorthandor:

k[U(k,cnt)] | entfCoun{cnt 0)]
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After a certainamountof reductionthe useragentof this systemwill be ableto
performtheactionout (2) atlocationk.

Example 2: A Counter Sewver. A counterserver cS for generatinghewv coun-
terscanbedefinedas

cS(h) < xred?(Zx]) (ventLc) zx!(cnt) | cnt:: Coun{cnt, 0)

whereL . = loc{up:A,p, dn:Aqgn, rd:A4} is theappropriateypefor aCounter Upon
receving a request,the sener createsa nenv counterlocation cnt, spavns the
countercodeatthatlocation,initializedto 0, andthensendghenameof thecounter
locationto the user If theseneris atlocationsery, thena client would take the
form:

cUi(h) <= (vr) servred(h[r]) | rAzLc) Ui(h,2)
Now considertwo clientsrunningin parallelwith thesener:

cU, (ky) [cS(sery |cUy(kz)

After arequestfrom eachof the clientsto the sener the systemcanevolve to the
following state:

cS(seny | (venty) (Uy(ki,cnty) | Count(cnty,0)) .
| (venty) (U,(ko,cntp) | Count(cnty,0)) ()

Hereeachof the clientscU; hasa copy of the counterunningat a privatelocation
cnt. Notethatit would beanerrorif auser sayUs, wereof theform:

U1 (h,z) < zcomputeprime factors! (10203

Such as user should be consideredto be erroneousbecausehe method com-
pute prime factorsis notdeclaredatthecounteronly callsto thedeclarednethods
up,dn, rd areallowed.

In addition,the useof typesin the languageallow usersto manageaccesdo
their privatecountersge.g. sendingthe counterto otheragentswith only therd ca-
pability. Moreover thesecapabilitiescan be managedndependentiyby the two
clients. Uy, for example, may sendto associateshe namecnt; with the only
methodrd, while U, may, moretrustingly, sendcnt, with both methodsrd and
up. This selectve distribution of knowledgeis accomplishedy typedchannels,
i.e. channeln whichvaluesof arestrictedypemaybetransmitted.

To explain this, at leastinformally, supposeherearetwo additionalagentsn
the systempresentedn (*). Call theseF; andF, asthey are“friends” of U; and
U, respectrely. In addition,supposehateachfriend F hasa channelg of type
chan(L;), where:

Ly = loc{rd:A 4}
Lo = loc{rd:A 4, Up:Ayp}
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Thuseachchannel is constrainedo transmitvaluesof typelL;. Sowhenaloca-
tion nameis transmittedna;, only thepermissiorio usemethodrd atthatlocation
Is grantedwhereas, alsoconferspermissiorto usemethodup. Now considetthe
system

P | Ei(ki) | Ea(ke)
whereP is thesystemfrom (*), andusersandtheirfriendshave theform:

Ui(h,cnt) < &!(cnt)
Fi(h) < a&?(zL;) (vr) zupi(h[r])

Then, after receving the counter F; shouldbe forbiddenfrom proceedingasit
attemptgo accessheup methodof cnt; withoutsufficientpermissionF,, instead,
shouldbe allowed to proceed,asits useof up is justified by the permissionst
recevedfor cnt,.

The generalphilosophyis thatan agentshouldonly usenamespr resouces,
in accodancewith the capabilities/permissionthatit hasacquiredfor thatname
In the next sectionwe considertwo methodsfor imposingsuchconstraints.The
firstis atypesystemwhichwill rejecttheagentF; asuntypable. Theseconds an
augmentedgemanticsvhichwill reportaruntimeerror whenF; attemptdo access
theup methodof cnt;.

Example 3: A Local Counter Sewer. It is alsopossiblefor the sener to start
the countercodewithin alocationspecifiedby the user ratherthancreatinga new

locationfor this purpose.In this case however, conflictson the useof the names
up, etc. ariseif mary countersare createdat the samelocation. To solve this

problem,thesener maycreatefreshnamedor the methodsf thecell, ratherthan

usingthe commonnamesup,dn andrd. The following codeimplementssucha

local counterserverandclient:

cS(h) < xred?(Zx]) z:: (vu,d,r) Count,q,(z0)
| x!{u,d,r)
cU'(h) < (vr) servred(h[r])
| r?(u,d,r)U’ (h,u,d,r)
In this implementationthe userrecevesasa responseaot the nameof a freshly
allocatedocation,but ratherthenamesof threefreshlyallocatedchannels(As the
namesu, d andr arebound,we have put themasparameterso the definition of

Count.)Now let usconsidetthesystenconsistingof the senerandtwo co-located
clients.

cU' (k) |cS(sen) | eV (k)
After servicingrequestgrom bothclientsthis canevolve to thefollowing:

cS(sen | (vug,di,r1) (U'(k,ug,dg,ra) | Count,, g ,(k,0))
| (Vug, o, 12) (U’ (K, Up, da,2) | CountuZ,dz’rz(k,O))
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Hereall of the agentscountersandusers.arelocatedat a singlelocationk. Each
userhasprivate accesdo its counter however, dueto the useof the restriction
operator

Example 4: Remote Channel Creation. We now examinean implementation
issue. D1t as definedallows an agentto createnewv channelsonly at its current
location.It is oftenuseful,however, to beableto createchannelgsemotely without
having to move backandforth. Firstwe considethespecialcasen whichanagent
createsnew location,andwouldlik eto placesomechannelsatthatlocationatthe
sametime. We mightintroducea new threadnotationfor this, T(h) < (v£[a,b]) p,
which we take asshorthandor:

T(h) <= (v¢) £:(va,b) hzp

However this is bestviewed as a specification;as an implementatiormethodit
involvesthetransmissiorf the continuatiorthreadP, which maybehuge,around
thenetwork. A moreusefulimplementatiorwould be:

T(h) <= (vr) (v€) £:(va,b) hzr!(¢[a,b])
| 122, y]) p{**Yelabi}

Herethenew location/ with associatedhannelarecreatedandthensentbackto
the mainagentat h; the sendingof the potentiallylarge continuationp acrosshe
network is avoided.

Thisimplementatiorschemaanalsobeadaptedo thegeneratiorof new chan-
nelsatanexistinglocation,say/, simply by removing therestriction(v/) :

T(h) < £:(va,b) hi:p

We usethenotation(v,(a, b)) p to abbreviatethisidiom. A lightweightimplemen-
tationthenmightbe:

T(h) <= (vr) £ (va,b) hzrl{¢[a,b])
| r2(z]x,Y])if z= £ then p{@*Y/sa,0)}

This exampleraisessomeinterestingssuesconcerninghetype systemwhich are
discusseditlengthin Section5.

Example 5: Routed Forwarding. Finally, we develop a longerprogram. We
write a programForwarder(h[in],d[s]) which establishes connectiorbetweerthe
local channelin andthe (possiblyremote)channels. By “connection”we mean
thatmessagesentinto in shouldeventuallyfind their way to the servicechannek
atdestinatiord. Sucha programis trivial to write in DTt

xin?(x) d::sl(x)
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The unpleasanpart of the problemspecifications thatwe arenot allowedto as-
sumethatthereis a directconnectionfrom the currentlocationto d. Insteadthe
programmust consultthe local methodroutgd) which returnsthe nameof the
neighboringocationthatis closesto d, i.e. somavherebetweerthe currentloca-
tion andd.

To make the programreadablewe assumesomeadditionalsyntacticcorven-
tions, including recursve definitions, let-expressionsaandthe notationfor remote
channelcreationintroducedin the previous example. Recursve definitionsare
known to be codeableusingiteration (aslong asthe numberof definitionsis fi-
nite) [2(]; the coding of let-expressiongs straightforvard (seee.g. [11]). The
Forwarder canbeimplementedasfollows:

Forwarder(h[in],d[s]) <« if h=dthen
*xiN?(x) sl(X)
else
let n < routg(d)
in (vnC) n::Forwarder(n[c],d[s])
*iN?(X) N cl(x)
endif

Whenthe Forwarder is started,jt checksto seeif the destinatiord is the sameas
thecurrentiocationh. If handd arethesamethenthereis noneedfor routing,and
theprogramcansimply setupaforwardingprocesgromintos: “xin?(x) sl(x)". If
h andd aredifferent,thenthenameof aneighbom is retrieved,wherenis between
h andd onthenetwork. Thenanew copy of the codeis startedat n, andaforward
processs setup betweenn andn.
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4 Types

In this sectionwe definea typing relationfor the languagepresentedn Section2
andshaow thatit is sound. To prove soundnesspne normally provestwo proper
ties: subjectreductionandtype safety Subjectreductionsayssimply that well-
typednesss preseredby reduction;i.e. if P is well typedandP — P’ thenP’ is
alsowell typed. Intuitively, type safetyassertghata well typedterm“doesnoth-
ing bad”; combinedwith subjectreductionit guaranteethatatermcannever do
the “bad” thing. What exactly is “bad” variesfrom onelanguageto another In
thelambdacalculus,the badthing may beto reachanirreducibleform thatis not
canonicalthusthetypesafetytheorenstateghatif atermis well typed,theneither
it is canonicabr it canreduce.

In reactve languagesvhich lack suchcanonicaforms,suchasthe polyadicte
calculus,the statemenbf type safetyis moredelicate.Milner [20] describedype
safetyasfreedomfrom arity mismatbes For example the system

L[c{a,b)] | £[cAzloc)z:q]

givesrise to a runtime error becausehe first threadsendsa pair of channels,
whereasthe secondexpectsa singletonlocation. This definition of type safety
is relatedto thatfor thelambdacalculus:arity matchings requiredfor substitution
(andthereforethereductionrule r-comm) to bedefined.

Type safetyfor T-calculiwith capabilitieswasfirst studiedby PierceandSan-
giorgi [24]; we presente@nalternatve formulationin [25], whichwe now recount.
The basicideais thatevery instanceof a nameis taggedwith certaincapabilities
andeachinstancanayonly beusedasits capabilitiesallow; attemptdo useaname
without the propercapabilityresultin runtimeerror. For thesimpletypelanguage
of Section2.1, only locationsneedbetaggedandeachinstanceof alocationmust
be taggedwith the setof channelhamesavailableto thatinstance.For example,
thenamel, 1, is aninstanceof location atwhichonly thechannelss andb may
beused.Thus, theterm/y, , [c!(a)] would producearuntimeerrorsincec is used
at£ without permission.

Thekey to suchataggedsemanticss therule for taggedcommunicationThe
rule mustcapturethe fact thatwhenan instanceof a nameis communicatedthe
permissiongt carriesmaybereduced.Thusin thereduction

L[ kiap)] | £y [czloc{aA}) d] —>5{c}[[OI‘ﬂk{a}/Z]}]]

kis recevedwith the capabilityto useonly channek; i.e. thetaggedvaluekgy is
substitutedor zin g. Thetagfor channeb is removedsincethereceving thread
hasnot explicitly requestec locationwith capabilityb, but rathera locationz of
typeloc{a:A}. Thus,if q hastheform z:: b!(V), thenaruntimeerrorwould occur
whenq attemptg¢o communicaten b.

This form of erroris relatedto errorswhich occurin untypedlanguagesvith
objector recordtypes: if methodb is requestedf an objectinstancethat does
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Table 4 SimpleTypes
Types: Subtyping:
LType K ::= loc{&:A}, a distinct  loc{&:A,b:B} < loc{&A}
Clype A = chan(~Z> A <A
Type { i=A | ¢ L<E i Ving<E
| KIA] K[A] <L[A] if K<L

not provide methodb, a runtime error occurs. The taggedsystemis even more
discriminating,however, becauset may be an error to requesto even at objects
whichdo,in fact,provideb: it is alsoimportantthatthe particularagentrequesting
b have recevedthe capability(or permission}o useb.

The sectionproceedsas follows. First, we describethe subtypingrelation.
Section4.2 then definesthe typing relation and presentssubjectreduction. The
following subsectiorpresentsa seriesof examplesdisplayingthe useof types.
Section4.4 describeshetaggedanguageandprovestype safety Thetaggedan-
guageimproves on the one sketchedabove: ratherthantag instancesof names
with capabilitieswe tagagents thusasagentsoamthesystemtheiraccumulated
capabilitiesareexplicitly recorded.

4.1 Subtyping

Table 4 recallsthe definition of simpletypesfrom Section2.1 and presentghe
definitionof subtypingfor thesetypes(it is the leastrelationthatsatisfieshe four

rulesgiven). A location capability hasthe form a:A, i.e. a channela of type A.

Thenwe saythatL is a supertypeof K if every capabilityof L is alsoa capability
of K. We usetheobviousnotationa:A € K to indicatethatlocationtypeK contains
the capabilitya:A. Extendingthis view of locationtypesas setsof capabilities,
subtypingcanbe expressedimply asreverseinclusion:

K<Lif KDL

(Recallthatwe identify locationtypesup to reorderingof capabilities.)As anex-
ample notethatloc{a:A,b:B} <loc{a:A}. For simplicity of exposition,in thissec-
tion thereis no non-trivial subtypingon channetypes;we studythesen Sectiong.
Subtypingonvaluesis structuralin anobviousway.

It is easyto shav that < forms a preorderon types(i.e. < is reflexive and
transitve). This subtypingrelationalsohasaninterestingpropertywhich will play
acrucialrolein Section5: it is finite boundeccompleteor FBC .

DEFINITION 4.1. We saythata preorder(S,C) is finite boundedcompletg(FBC)
if for every finite nonemptysubsetSC S, if S hasa lower boundthenS hasa
greatestower bound. Thatis, thereexists a partial meetoperator that satisfies
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the following property Letr € SandSC S, Sfinite andnonempty;if for every
s € SrLCs(i.e.risalowerboundof S) thenmSis definedand:

e [ISC s, foralls € Sand
e NS ]

To show that a preorderis finite boundedcompleteit suficesto definea partial
binarymeetoperator thatis commutatve andassociatie andsatisfieghe condi-
tionsof Definition 4.1onpairs* Thebinaryoperatocanthenbelifted to nonempty
finite setsin the obviousway:

MS=5MsM...Ms, wheres €S

DEFINITION 4.2. We definea partialbinary operator overthetypesof Table4.
Thedefinitionis by inductionon the structureof types.

undefined if Ji,j: & = bj andA; # B;

loc{aA} Mloc{bB} = {Ioc{é:ﬂ,f):ﬁ} otherwise

ANA =A
(g =(GnN&,....,0nME&N)
K[Z] M L[E] = (KML)[CME] O

The only non-trivial casein the definitionis thatfor locationtypes. For channel
typesthe meetis undefinedexceptwhenthetypesareidentical;A 1B is undefined
if A # B. At othervaluetypesit is simply a homomorphicextension,strict in
undefinednessNote that the meetis only definedfor typesthat have the same
structureandfor which all constituentomponentfiave ameet. Thus(A,B) M1 (A)
is undefinedasis loc{a:A} Mloc{a:B}, if A # B.

PROPOSITION 4.3. Theopemtorn definedaboveis a partial meetoperator.

Proof. By inductionon the structureof types(andthuson the definition of 1), it
Is straightforvardto establisnthat is commutatve, associatie andsatisfieshe
constraintof Definition 4.1 for all pairsof types. a

4.2 A Simple Type System

Type Environments. The primary judgmentsof the type systemwill be of the
form I = P whererl is atypeenvironmentandP is a systemterm; the judgment
I - Pis read“the termP is well-typedwith respecto environmentl".” The pur
poseof the type ervironmentis to provide atype for all of the free identifiersin

4By commutatvity, we mean:If ZM¢& is definedthen& N is definedand < &, wheres isthe
kernelof < ({ = § iff { < & andg < {). Similarly, by associatiity we mean:If (¢M&) mn is defined
then{ M (§rn) is definedand(¢N&)nMn < ¢n&nn).
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P. Sincethetype systemis staticandthereforemustbe definedover openterms,
type ervironmentanustprovide typesfor variablesn additionto names.Thetype
ernvironmentthusprovidesa view of every free identifier, wherethe type (indeed
the existence)of a channelnameor variabledependsiponits location. We allow

variablesto receve valuesotherthansimplenames;soin additionto channeland
locationtypes,avariablemayhave atupletyped, or anexistentialtypeL[(A;...Ap)]

(wheren is greaterthanzero). Giventheseconsiderationsye take type ernviron-
mentsto be mapsfrom identifiersto openlocation types which have the form

loc{T:{}. By contrastthelocationtypesof Section2.1 (loc{@:A}) arereferredto
asclosed As anexample thefollowing is atypeervironment:

A= {floc{a:A, x:B},Zloc{a:A} }

We write I (w) to referto thetype of thelocationw in I', andl (w, u) to refer
to thetype of the channelor variableu at locationw. Sofor A asdefinedabove,
A(z) =loc{a:A’} andA(4,x) = B, wheread\(z x) is undefined.

We usethesamemetavariablegK-M) to rangeover bothopenandclosedoca-
tion types.It is importantto rememberhowever, thatopentypesmayonly appear
in type ernvironments;all typesin termsareclosed Thus, substitutionof values
into termshasno effect onthetypesthatmayappeain thoseterms.

The subtypingrelationis extendedn the obvious mannerfrom closedto open
locationtypes,using openlocation capabilitiesof the form u:{. Both subtyping
andthe partialmeetoperatorextendpointwiseto environments.For subtypingwe
have:

M <A iff YVwedomA): '(w) < A(w)

ThepartialmeetoperatorArT is undefinedf A(w) 1T (w) is undefinedor some
w € dom(A) ndom(I"), otherwise:

ANT = {wL |A(w)nT(w)=L}
U {w.L | A(w) =L andw ¢ dom(I") }
U {w.L | ' (w) =L andw ¢ dom(A)}

For example,if KK’ is definedthen:

{1, kk}n{kK' ;mM} = {£&LkKMK, mMm}

Environment Extension. We usel’, w.K to representhe ervironmentl" aug-
mentedby the new entrywhich mapstheidentifierw to thelocationtypeK; thisis
only definedif wisnew to I, i.e. wis notalreadyin thedomainof I'.

We usea similar notationfor identifiersat othertypes: I', ,u:{ augmentshe
type of w in I with the new capability u:{; to be definedw mustalreadybe in
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the domainof ' andu mustbe new to I'(w). For example,takingA asdefined
previously, we have

A = {L:loc{aA,x:B}, zloc{a:A'}}
A, xB' = {Lloc{a:A,x:B},zloc{a:A’,x:B'}}

whereas), (x:B’ is undefined. This notationextendsstructurallyto values> For
example,consideA asabove andlet L = loc{a:A"}; thenwe have:

A, 2(x,wW[y]):(B',L[C]) = {£:loc{a:A,x:B},Zloc{a:A’,x:B'}, wiloc{a:A”,y:C} }

In the new ervironment,z is augmentedvith the extra capabilityx:B’, andw is
introducedasa new locationwith capabilitiesa:A” andy:C. By way of contrast,
consider:

A, 7(x,y):(B',L[C]) = {£Liloc{a:A,x:B},zloc{a:A’,x:B",y:L[C|}}

Herethe existentiallocationvaluey of typeL[C] is notfully deconstructedWhen
studyingthe type systemnotethatlittle canbe donewith identifierssuchasy; in
factthey canonly beusedin outputvalues.

Finally, recall from Section2.1 that channelrestrictionat the systemlevel is
written (va:\) P, whereA\ is a partialfunctionfrom locationsto channetypes.An
exampleof suchatermis (va: {£:A,k:A’}) P, which simply declaresanen channel
a at locations/ andk, with the appropriatetypes. In the typing rules, we will
write I, A4 to denotethe extensionof I with the namea atthelocationsandtypes
declaredoy A. For exampleif A = {£:A,k:A’}, then:

M Aa=T, A, @A
Notethatin orderfor I', A5 to be defined all of thelocationsnamedn A mustbe

includedin thedomainof I".

The Typing System. Thetyping systemis givenin Table5. Thedefinitionuses
auxiliaryjudgmentdor threadsjdentifiersandvalues.For threadsjudgmentdave
theformT Ky p, indicatingthatthethreadp is well-typedto runatlocationw, where

5 Formally, the definitionis asfollows. Thedefinitionmakesuseof thefactthatwe identify u:k
with u[]:K[]. Thusthefirst casedoesnotapplyif { is a simplelocationtypek.
Mwu:l =T n{wloc{u:¢}} if we dom(") andu¢ dom(I" (w))
F,W\7:Z =T, w(Viida)s -, w(Vniln)
T, w(UVK[A]) =T, uK, (V:A if u¢ dom(I")
Notethatanervironmentcannotbe extendedwith alocationthatis alreadydefined.Also notethat

for I', wV:{ to be defined w mustalreadybe definedin I". Thusl, ww[a]:K[A] is undefinedor ary
I andw.
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w e dom(I"). Thisin turnusegudgmentwf theform I' - wiL indicatingthatin I,
w hasat leastthe capabilitiesspecifiedby L. Finally, channelsandothervaluesare
typedusingjudgmentsof theform I i, V:{, whichindicateghatthevalueV is well
formedat w andhasat leastthe capabilitiesspecifiedby {. Recallthatin values,
we treatu:L asshorthandor u[]:L[]. Locationtypes,both simpleandexistential,
areindependenof thelocationw atwhich they aretyped.

The heartof the typing systemarethe rulesfor threadsandin particularthe
rulesfor communicatingerms,t-w; andt-r;. For example,to deducethatu! (V) q
is well-typedto run atlocationw

M u(V)q
it is necessaryo establish

e [ iy V¢, i.e. Vis awell formedvalueat w with capabilitiesspecifiedby
sometype(,

e [ ky uichan({), i.e. u is a channelat locationw which may communicate
valuesof type ¢, and

e [ Ky q,i.e.qiswell-typedtorunatw.

Theinput constructis similar. To deducel” k, u?(X:{) g we must,asbefore,
establishthatu is achannebf typechan({) atlocationw, butin deducinghatqis
well-typedwe mayusetheaugmente@rvironmentl”, X:C.

In the rule for code movement,t-move, the locationof the threadchanges:
to typel ky u:p onemustensurethatp is well typedat u, not w; thereforethe
premisasT ky p. Theremainingrulesfor threadsarestraightforvard. Therulesfor
(mis)matchingare standard.The rulesfor namecreationt-newly, t-newc, simply
augmentthe typing ernvironmentin the appropriatemanner The otherrulesare
purelystructural.

The extensionto systemds alsostraightforvard. The only interestingrule is
t-rung for locatedthreadswhich hasthe samestructureast-move;. Theremaining
rulesarestructuralrules,similar to thosefor threads.

Propertiesof Typing. We now sketchsomeresultsrelatedto the typing system
of Table5. Thefollowing propertyis immediatefrom the definitionof subtyping.

LEMMA 4.4 (TYPE SPECIALIZATION).
1. Ifr+wkKandK <Lthenl -w.L.
2.1f Mg V:(and{ < & thenl |, V:&. O

Thefollowing Propositionstateghatwell-typing is presered whenthe typing
ervironmentis augmentedfor the proof seeAppendixA.

PROPOSITION 4.5 (WEAKENING). If ' PandA <T thenAk P.

In LemmaA.2 of AppendixA we shav that the type ervironmentmay also be
diminishedby removing identifiersthatdo not occurfreein thetermbeingtyped.



ResourcéAccessControlin Systemsf Mobile Agents

21

Table5 A Type System
Threads:
I Ky uchan{C) T, wX:{twyQ I kv uichan({Q), V:¢, p
(t-re) (t-we)
M u?(X:Q)q Mru(V)p
Ik uiL,viL, p, g My WA VA, P, g
(t-eqh) : (t-eqct) )
I Ry if U= Vvthen pelse q I Ry if u=Vvthen pelse g
MNwuwloc TP L, mM bk p
(t-movey) (t-newly) —
Mwusp [y (vmM)p
rl_Wp7q r;Wa:AlTNp
(t-stry) (t-newcy) —
Mol Thxp TRplg Ik (va:A)p
Systems:
M=uwloc Typ rmMEP
(t-rung) (t-newls) —
I Fulp] = (vmMm)P
r-pP,Q AP
(t-strs) (t-newcg) ———
FEnil THP|Q = (van)P
IdentifiersandValues:
M(w) <L M(w,u) <
(t-sloc) fwst (tid) ~Y
MFwlL I Ry u:d
F-uL VA Vi: TR Ui
(t-eloc) — (t-tup) —
[ Ky U[V]:L[A] MU

THEOREM 4.6 (SUBJECT REDUCTION).
(@)If P=P thenl - Pif andonlyif I -+ P'.
(b)If ' =PandP —s P thenl - P,

As is oftenthe casethe proof of subjectreductiondependfeaily onasubsti-

tutionlemma.

LEMMA 4.7 (SUBSTITUTION).
If Iy V:{andl, wX:{ y pthenl R p{V/x}.

Thereis noresultfor substitutionn systemsincesubstitutioralwaysoccursatthe
level of threads.The proofsof theseresultsarein AppendixA.
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4.3 Examples

We now considersomesimpletype inferences.As a first exampleconsiderthe
singleagent:

P ={[c?(zK) zzal(V)]

At location/, P receveslocationz on channek, thenmovesto zandcallsmethod
a. To bewell-typedrelativeto I it is certainlynecessaryor I (£) to have theform
loc{c:chan{loc{a:Av,...}), ...}, whereAy is thetype chan({y), andly is thetype
of V. Thistyping ensureghatP doesnot causearuntimeerror. For example let:

Q=K[t:cl{k) | a?2(X)q]

If I (k) hastheformloc{a:Ay,...}, thentheagentd andQ cancommunicatén the
combinedsystem(P | Q). Thefirst sub-agenbf Q movesto £ andcommunicates
with P, the secondsub-agenodf Q waitsatk for theresponse.

Herethereis ana priori agreemenbetweerthe two agentsthatarny location
transmittedon c will have a publicly availablechannela. It is often desirableto
generatenew channelsasdescribedn Example3. Suchanagents thefollowing

Q:
Q =K[(vb:Ay) £:cl{kb]) | b?(X)q]

Hereanew channeb of theappropriatdypeis generate@ndthe structuredvalue
k[b] is transmitted The correspondingersionof thefirst threadis

P' = ¢[c2(ZX]: loc[Av]) Z:XI (V)]

Ratherthancommunicatingover the public channela, the threadsusethe private
channelb, which is boundto x in the recever. The useof structuredvalues(or
existentialtypes,if you prefer)is essentiato getP’ to be well typed;the analysis
of thethreadz:: x!(V) is performedin an environmentin which the identifierz is
known to containthe capabilityx:Ay. Note that theseagentsmay even be well
typedin anenvironmentwherek hasno known capabilitiei.e. ' (k) = loc).

A mixture of public andprivatechannelss possibleby combiningthe mecha-
nismsof the previoustwo examplesfor example:

P" = {[cAZX:Lz) z:: (X(V) | a(y)p)]
Q" =K[(vb:Ay) £:cl{k[b]) | b2A(X) al(X)q]

Supposehat {; = loc{a:Ay }[Ay]. Again a new channelb is generatecandthe
valueV is bouncedbackandforth atk usingb andthe publicchanneb.

We finish with someexamplesof systemghat cannotbe typed. The simplest
caseis themisuseof achannel.Thesystem

L[c2(x) x:p] | K[£:c!{ab)q]
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is not typablein ary typing ervironment. The two agentsmake inconsistente-
quirementon thetype of thechannek atthelocations. Thefirstdemandstype
of theform chan(loc) while thesecondequiresatype of theform chan(Za, {p).

A moreinterestingexampleis thefollowing:

L[cZ[x]) (va) d!{Z]x,a])]

Thisagentinputsalocationz with channek, thenallocatesachannekt/ andthen
attemptgo sendz with thechannelscanda. Thistermis clearlyunsoundvhena
locationotherthan/ is sentonc; i.e. channeh is notknown to beavailableatz. A
similar problemoccursin theterm:

/[c?(Z]X])) if x=athen (]

This term cannotbe typed becausdhe matchingrule t-match; requiresthat the
two identifiersbeingcomparedx anda) be locatedat /, andx is not known to be
locatedat /.

Finally, supposd is a type ervironmentin which I' (k,c) = chan(loc{a:A}).
Thentheagentk[c?(2) z::b!(V)] cannotbetypedrelativeto I'. To dosoit would
benecessaryo typeb! (V) atlocationzloc{a:A}.

4.4 The TaggedLanguageand Type Safety

We now formalize a suitablenotion of runtime error for our languageand prove
that well-typed systemsare free of sucherrors. To do so, the languagemustbe
enrichedwith permissionsaruntimeerroroccurs then,whenanameis usedwith-
out permission.In [25] we definedsuchan enrichedanguageby placingtagson
every instanceof a name. Herewe take an alternatve approach.Ratherthantag
everyinstanceof a name we tagthreadsthusasathreadevolves,its accumulated
capabilitiesareexplicitly recorded.A runtimeerroroccursif athreadattemptso
usea namecontraryto thelimitationsimposedoy theseexplicit capabilities.

The syntaxand semanticof the taggedlanguageare givenin Table6. The
syntaxof threadsandvaluesis unchangedrom thatof Table 1, only the system
level is affected,and hereonly the clausefor agents. Eachagentof the original
languagef[[p] is taggedwith a closedtype ervironmentl” which representshe
capabilitieqor permissionspf theagent.

f[[p]] {€:loc{aA,b:B} kiloc{a:A’}}

hasknowledgeof resources andb at £ and of resourcea at k. In additionto
recordingthe namesof available resourcesthe tag alsorecordsthe permissions
thattheagenthasacquiredor theuseof thatresouce(thetypesA, B andA’). This
additionalinformationallows fine controlin the definitionof runtimeerror.

The reductionsemanticof Section2.2 is adaptedto shav how tagsevolve
over time. To avoid confusion,we write P — P’ for taggedreduction. The only
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Table 6 The Tagged_anguage
Syntaxfor SystemgThreads]ds, PatternsandValuesfrom Table1):
P =/[p]r | nil | P|Q | (vaaA)P | (vm:M)P

Reduction(rulesr-str from Table?2):

(re-move) e[k:p]r — Kp]r
(re-comm) £[al(V) plr | £[a(X:0) qla — £[p]r | L[a{"/xHangv )
(re-eq1)  £[if e=ethen pelse q]r — £[p]r
(r-eq2)  £[if e=dthen pelse qr — £[q]r if e#d

Structuralequivalence(rule s-extr from Table3):
(s¢-nil) Lnil]r

nil

(st-split) ¢Ipldlr = €[plr | £[dlr

(st-itr) ¢[+plr = £lplr [ £[+pP]r
(st-newc)  £[(va:A)p]r = (va:{€:A} £L[p]r,,aa
(st-newl)  L[(VKK)p]r = (VKK) £[P]r, kk if k#¢

Typingrelation(all rulesfrom Table5 but t-rung):
AFuloc Akp -
CIF£]p]a

<A

(te-rung)

non-trivial changes to therule r-comm. Beforediscussingt, we briefly describe
the changedo the otherrules. First considerthe structuralequialencereported
in Table 6. In the ruless;-split ands;-itr, note that whenan agentsplits, each
of the newly created‘child” agentstakesa copy of the capabilitiesprovided by
the “parent”; e.q. £[p|q]r = £[p]r | £[q]r. Notealsothatwhena “private” name
becomespublic” (st-newc ands;-newl) theagents giventhe capabilityto usethe
onceprivatename.

In the reductionrulesr,-move andri-eq, agentspresere their capabilitiesas
they reduce. Only in rule ri-comm are capabilitiesmodified. The rule usesthe
notation“{,V:{}" which definesa type ervironmentin which the namesn V are
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assignedhetypesin  at£. For example®
{e(a,Kk[b]):(A,loc{c:C}[B])} = {£:loc{a:A},kloc{c:C,b:B}}
In therule r,-comm, which states

e[al(V) plr | £[a2(X:2) qla — £[plr | LIV XFangv:e)

therearetwo agentsat/: onewilling to sendthevalueV, andthe otherwaiting to
receve avalueinto X. Recallthatobj(A) denoteghetransmissiortype, or object
typeusedin thechannekypeA, i.e. obj(chan({)) = {. Thecapabilitiesofferedby
the senderaredeterminedoy obj(I" (£,a)), i.e. the type thatthe senderassigngo
channela. Thecapabilitiesexpectedby the recever aredeterminedy therecep-
tion typel, which mustbea supertypeof obj(A(4,a)). If thesendeiis unwilling to
sendsufficientcapabilitiesto satisfytherecever (i.e. obj(I' (¢,a)) £ ¢), thenarun-
time errorwill occur;we discusghislater Otherwisethecommunicatiorproceeds
and,afterreceving thevalueV, therecever’s capabilitysetis augmentedvith the
capabilitiesspecifiedby V and( at/.
As anexample let { = loc{}[C] in thefollowing taggedsystem:

K[[a!<k[c]> p]]{...,k:loc{b:B,C:C}} | f[[a?(Z[X]iZ) q]]{...,k:loc{d:D}}

After thecommunicatiorthe systemis:

2ol kiocios eyt | LIOIM/axb T . kiocidp.ccyy

The receptorhas gainedcapabilitiesthrough this communication,as mediated
throughthereceptiontyped.

Thetyping systemis extendedo the taggedanguagesimply by changingthe
rule t-rung, asshowvn in Table6. To helpdistinguishtaggedanduntaggedystems,
we usethe symbol - whenwriting typing judgmentsfor taggedsystems. (On
threadsandvaluesthe syntaxandtyping systemsreidentical.) To infer I" IF £[p]a
it mustbethe casethatl” < A andA i p. Thefirst requiremensimply verifiesthat
thetagsareconsistentwith theglobaltypesspecifiedn I'. Thesecondequirement

6 The notation{,V:{} is definedby inductionon V similarly to the definitionof I, ,,V:Z given
onpagel9. Asthere thefirst caseof thedefinitionappliesonlyif € is notasimplelocationtypek.

{gu:E} = {Lloc{u:{}}
{:0:0) = {00301 {Uniln}
{WT):K[A]} = {wik} T {WU:A}

Somepropertief this definitionarestatedn LemmaA.6 of AppendixA.
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guaranteeshat the agentusesthe resourcesn the systemonly asit is allowed.
Consider:

K[al (s.... kloc{c:ch}

Herethe agentis attemptingto usethe channek atk, which it is not permittedto
do. This term cannotbe well-typed, even undera type ervironmentthat defines
channeh atk.

THEOREM 4.8 (TAGGED SUBJECT REDUCTION).
If I IFQandQ+ Q thenl I- Q.

The proof of subjectreductionis similar to the proof for the untaggedanguage;
thedetailsarein AppendixA.

Beforedescribingruntimeerror, we establisithattaggedanduntaggededuc-
tion are closelyrelated. To do this, we definea function “tag” which takes a
(closed)systenin theuntaggedanguageandreturnsthe setof taggedermswhich
cansafelybe derived from it usingl". Throughoutthe restof this discussiornwe
will useP to rangeover untaggedermsand Q to rangeover taggedterms. The
function“tag;” is definedon the structureof systemsasfollows:

tag-(nil) = {nil}
tag-(4[p]) = {£[pla [T <A andAfp }
tag-(P1|P2) ={Q1|Q> |Qietag(P;) }
tag-((vmM)P) = {(vmM)Q | Q € tagr mm)(P) }
tag-((vaA)P) = {(vaN)Q [Qetagra,y(P) }

The definition of tag-(P) is adaptedlirectly from the rulesfor typing taggedsys-
tems,thereforethefollowing Lemmacanbetrivially verified:

LEMMA 4.9.
(a)tag-(P) is nonemptyf andonlyif I' - P.
(b) If Q € tag-(P) thenl I Q. O

Notethatawell-typedsystencanberegardedasataggedsystemn whichthe
tagson threadscan be intuitively, andautomatically inferredfrom the typing. If
we know thatthe systemis well-typedwith respecto I', thenthe function“tagy”
canbedeterminizedthusproviding amethodfor generatinguchaterm. To do so,
we needonly simplify therule for agentgo tag-(¢[p]) = {¢[p]r}. We will write
“tagr (P)” to referto this determinizedsersionof the function.

The following Propositionshavs that taggedand untaggedreductioncan be
considerednterchangeable.

PROPOSITION 4.10. Suppos®&) € tag-(P), then
(@ P— P implies3Q': @ etag-(P): Q— Q
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Table 7 RuntimeErrors

(e-eql)  £[if k= mthen pelse gr =% if k¢ T or m¢ T

(e-eqc) /[if a=b thenpelse qr =% if a¢ () or b¢ [(¢)
(e-snd) lal(Vyplr =5 if Tp(V) £ obj(r(4,a))
(e-rcv) L[a?(X:Q) qfa =% e” if obj(A(4,a)) £

(e-comm) £[al{V) p]r | £[a?(X:Q) qfla =% if obj(T'(£,a)) £ obj(A(4,a))
P err P err pP= err
enew) (e o o Y
(ve) P P| R+, p e,

(b) Q+— Q implies3P': Q etag-(P): P— P
Proof. In both cases,one mustfirst establisha similar resultfor the structural
equialenceusingthe subjectreductionresultsfor the structuralequivalence.The
main resultscanthenbe verified. The proofis by inductionon the definition of
reduction,usingthe SubjectReductionTheoremdor thetaggedanduntaggedse-
mantics.The proofis simpleandtediousandleft to theinterestedeader a

Runtime Errors. Intuitively, a runtimeerror occurswhen&er an agent usesa
namecontrary to thecapabilitiesit hasacquiredfor thatname Thisinformalidea
is readily formalizedin the taggedlanguage. The definition is givenin Table 7
asa unary predicateover taggedsystemsP +=%. We write P+ for —(P &%),
For example,the rule e-eqc statesthatit is in anerrorfor an agentto attemptto
comparetwo channelnamesthat do not belongat the currentlocation. Thereis
no rule for the move operator becausen the currentcontect thereare no errors
associateavith thatoperator(but seeSection6).

The mostinterestingaxiomsare for communication. Theseusethe notation
¢(V) to denotethe leasttype, if any, which thetyping ervironmentl” canassign
to thevalueV at/. I';(V) is definedinductively on the structureof V:

Me(a) =T (£,a
Fo(kV]) =T (K)[M(V)]
Fe((Vi..Vn)) = (Tp(Vh)...T¢(Vn))

As usual,ly(V) is strictin undefinednessfor example,if a ¢ dom(I"'(¢)), then
s ((a b)) is undefined Onecaneasilycheckthefollowing Lemma.

LEMMA 4.11. For anyvalueV, if I' | V:{ thenl (V) is definedand "y (V) <,
andtherefore by Lemmad.4T I—V.Fg(V) O

The simplestform of communicatiorerroris anarity mismatch,.e. the sent
valueV cannotbetypedatthereceptiontype (. As discussedn Section4.3, such
errorsin our settingincludesendersvhich communicatevalueswithout sufficient
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permissionor receversthat attemptto secretly“bump up” the capabilitieson a
recevedname.A simplerule for communicatiorerrorsis thus:

([aV)plr | La(X:Q)ala = if T(V) £

This rule requireghatthe sendehave all of the permission®nV thattherecever
requestgvia ). While this rule preventssendergrom “making up” capabilitiesjt
doesnt keepreceversfrom doingso. For example let

A = chan(loc{b:B}) C = chan(A)
andsupposé (£,c) = chan(A). Thenusingtherule proposedbove, the system
L[(va:A) cl(a) al(K)]r | £[c?(x:A) x?(zloc{b:B,d:D}) q]a

will not producean error, aslong asA(k) actuallyhasthe b andd capabilities.
However, the receving agenthasclearly gainedmore capabilitiesat k thanthe
sendeiintended(indeed,morecapabilitiesthe sendethasitself), namelyaccesgo

d. Theproblemhereis thattheintermediaryrole of channeh is ignored.Thuswe

areledto therefinedrulesgivenin Table7. Usingtheserules(in particulare-rcv),

theagent

L[c?(x:A) x?(zloc{b:B,d:D}) q]a

will produceanerrorafterits first input.
With this motivation, let us discusseachof therulesin turn. Therearethree
differentreasonsvhy a runtimeerrormightoccurdueto communication.

e The senderattemptsto forge capabilities. Rule e-snd saysthatV may not
be senton a if a requiresmore capabilitiesthanavailableat V. Thusan
error occursif the senders view the valueto be sentdoesnot satisfy the
requirement®f (the senders view) of the communicatiorchannela. Note
thatthisincludesthepossibilitythatl" (£,a) is notdefined,.e. thesendethas
no a capabilityat /.

e Thereceverattemptdo forge capabilities.Rulee-rcv saysthata sendemay
not assigna receved value more capabilitiesthanare allowed by a. Thus
anerroroccursif thereceivers view of thevalueto berecevedexceedghe
capabilitiesof (thereceivers view) of the valuescommunicate@n channel
a. AgainthisincludesthecasewhenA(/, a) is undefined.

e Thesendermndrecevercannotagreeontheuseof a. Rulee-comm precludes
this possibility. Thusan error occursif the senders view of channela is
incompatiblewith therecever’s view.
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The interestedreaderis invited to checkthat the examplesof systemswhich
cannotbetyped,givenat the endof the lastsection,canall formally give rise to
runtimeerrors.

Takentogethertherulessaythatin orderfor thesystem

f[al{V)plr | £[a2(X:¢) qa
to avoid runtimeerror, eachof thefollowing constraintsnustbe satisfied:

(V) < obj(T (£,)) < obi(A(£,a)) <

THEOREM 4.12 (TYPE SAFETY). I IF QimpliesQ .

Proof. We prove the contrapositie, namelyQ =% implies thatfor no " canwe
prove I IF Q. The proof proceedsy inductionon the definition of Q &%, For
therule involving the structuralequivalence we the SubjectReductionTheorem,
which stateghatif Q = Q' thenl - Q iff I - Q. Theothercasesareall straight-
forward. We presentirepresentatie caseg-snd. Therule states:

L[al(Vyplr =% if To(V) £ obj(T (¢,))

By way of contradiction,assumehatA I £[al (V) p]r. We shov that from this
premisewe may conclude (V) < obj(I (£,a)), leadingto a contradiction.
Usingthepremiseandtherulet,-rung, we havethatl” ; al (V) p. Thisjudgment
canonly beachiezedusingt-wy, andthereforewe have thatl" |; a:chan(C), V:{ for
some(. UsingLemma4.11, we thereforemay concludethatl™,(V) < {. Using
similarreasoningywe have chan(¢) =TI (¢, a), andthus{ = obj(I"(¢£,a)). We there-
fore mayconcludethatl" (V) < obj(I" (¢,a)), asdesired. O

The Type Safetyand SubjectReductionTheoremsensurehatwell-typedsys-
temsdo not give rise to runtimeerrors. Specificallyif ' - P thenwe cantake P
to representhetaggediermtag-(P). Propositiord.10ensureshatP andtag-(P)
have essentialljthe samereductionsequencesMoreover, if tag-(P) —* Q' then
Q &%, This laterpropertyfollows from amoregenerakorollary:

COROLLARY 4.13.

(@ If I+ PandP —* P thentag-(P') is nonempty

(b) @ etag-(P') impliesQ 5.

(c) If Q € tag-(P) andQ —* Q thenQ' &%,
Proof. (a) follows from Proposition4.1Q sincel - P implies that tag-(P) is
nonempty (b) follows from Lemma4.% and Theorem4.12 (c) follows from
Lemma4.%, Theoremd.8 (usinginductionon —*) andTheoren4.12 O



ResourcéAccessControlin Systemsf Mobile Agents 30

5 An Impr oved Typing System

Herewe arguethatthe typing systemof the previous sectionis too restrictve and
suggesa simplemodificationwhich enablesa muchlarger classof systemso be
typed.

Considetthefollowing thread:

a?(z1[x1]:Qa) bz2[%2]:C2) z1 = d(Xq,%2)

Thisthreadcannotbetyped,andreasonablgo,asit caneasilygive riseto runtime
errors.Thethreadreceveslocationz; with privatechannelx; andlocationz, with
privatechannelx,. Thevariablesz; andz, may, of course be boundto different
locationsat runtime; nonethelesshe threadattemptsto usex, asthoughit were
localto z; providing the potentialfor aruntimeerror.

If the useof x, at z; is guardedby the conditionz; = z», however, no such
runtimeerrorcanoccur:

r & a?(z1[x1]:¢1) bAz[x2]:2) if z1 = 25 then 73 :: d! (X1, X2) ™*
Assumingthatfor somek;, thetypes(; satisfythe constraints
(1 < loc{d:chan(E1, E2) }[E1] (2 < loc[Ey] (**)

thenthisterm(moreformally, ataggedversionof it) cannevergiveriseto aruntime
error Theoutputond is only ever executedwhenit hasbeenestablishedhatthe
two receved channelsaareat the samelocation. Nonethelesspur type systemwill
rejectit. Thereasons thattherule for matchingtakesno noticeof a match:

[ w WE,V:E, p,

INwif u=Vvthen pelseq

Totype“if u=vthen pelse q" thesubterm$ andq mustbewell-typedwith respect
to theoriginal typeenvironmentl .

Considerthe threadr givenin (*). Supposehatwe are attemptingto prove
thatA r, wherethe {; which appeatin r arethe greatestypesthat satisfy (**)
(i.e. take theinequationsn (**) to be equations).Thenwhentyping the subterm
“d!(x1,X%2)" of r we areobligedto shaw

A, ztloc{d, X1}, zo:loc{x2} bz, d!(x1,X2)

but this clearlyis not provablesincex, is undefinedat z;.

Thereare safewaysto type suchterms,however. Oneapproachwould be to
augmentthe type ervironmentwith an equivalencerelationbetweentypes. The
solutionwe adoptextendsthe definition of the typing relation(Table 5) with one
additionalrule, givenin Table8. We write ' ' P to indicatethat P is well-typed
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Table 8 An Improved Type System
All rulesfrom Table5 exceptt-eqls.

rHukK,vii Thyq Fo{uL,viK} Ky p

(t-eql)
I Ky if u=Vvthen pelse q

usingthis slightly wealer typing systemsimilarly we write I" I Q, if Q istagged.
Whereaghe useof an equivalencerelationin the type systemis somevhatmore
generalpurapproacthastheadwantageof simplicity andis suflicientfor all of the
exampleswe have found.

Thenew typing systemimprovesovertheold by replacingt-eql; with the new
rule t-eql; for matchinglocations.In the old type systemmatchingis “a no-op”in
thesensdhatthefactthattwo identifiershave beenfoundto be equalprovidesno
“advantage’to thethreadthatmakesthematch.Thenew rule allows the systento
typethreadghatdo take advantageof a match.

t-eql; stateghatthethreadf u= vthen pelse qis well-typedto runatw, relative
to I if uandv arelocations,qg is well-typedwith respecto I' andp is well-typed
with respecto theaugmenteenvironmentwhich equateshe capabilitiesof u and
v. Thewealer requiremenbn p is reasonabl®ecausafterthe matchu = v these
locationsare known to be identical. Note thatlocationtypesall have a common
supertypé€ loc”, andthereforetherule t-eql; canbe appliedto ary matchbetween
locationnamessimply by takingL andK to beloc, althoughin this casethereis
no advantageo usingt-eql; over theold rule t-eql;. We have notaddeda rule for
channeldecauseubtypingon channeltypesis trivial, andthereforethe original
rule t-eqc; is sufficient.

The new type systemwould be uselessf it werent sound. All of the results
from Sectiond.2andSection4.4 alsoapplyto theimprovedtype system We state
only subjectreductionandtypesafetybelow. For proofsseeAppendixA.

THEOREM 5.1 (SUBJECT REDUCTION, TYPE SAFETY).
(@Ifr+'PandP — P thenl - P'.
(b) If T IF PandP — P thenl I P'.
(c) T IH PimpliesP &5

Examples. Revisiting example(*), we seethatto derive A H/'r it is sufficientto
establish:

A, zi:loc{d, x1}, Zolloc{Xx} H'if zz = 25 then zg :d! (X1, X2)
Now usingthe new rule t-eql; this canbereducedo

A, z1:loc{d, X1, %2}, Zo:loc{d, xg, %o} H/zg  dl (X1, %)
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whichis straightforvardto establishassuminghe constraintof (**).

Theaugmentedypesystems alsoneededn orderto typethe“remotechannel
creation”codereportedn Example4 of Section3. Therewe presente@nencoding
of

T(h) <= £ (va,b) hip ()
as:

T(h) <= (vr) £:(va,b) hzr!{¢[a,b])

| r2(Zx,y]) if Z= £ then p{PYeja ]} )

Usingthetypesystemof Section4.2, thefactthat(t) is well-typeddoesnot guar
anteethat (1) is well-typed;usingt-eql;, however, this propertycanbeestablished.
The “routed forwarding” example (Example5) also requiresthe improved type
system.

In facttherearemary casesn which it is usefulfor an agentto accumulate
knowledgeof the capabilitiesof alocationascomputatiorproceedsThis appears
to be essentiafor coding certaintypesof programsin a languagesuchas ours
whereaccesso distributedresourcess controlledusingexplicit capabilities.

As a particularlysimple example,considera sener agentthat providesinfor-
mationabouta freshly createdocationpiecemeal:

K[(va,b,c) (ve:loc{a,b,c}) d!(¢[a]) el(¢[b]) fI{¢[c])]

Herethe sener createsa new location/ with threelocal methodsa, b andc and
graduallyexportsknowledgeof £ andits resourcespne at a time, on the public
channeld, e andf. A client of sucha sener, knowing to expectthis trickle of
information,mighttake theform:

k[[d?(Zl[X]_]) e?(Zz[Xz]) if Zy = 2, then f?(Zg[Xg]) if z1 = z3 then Q]]

As communicatiorwith the sener agentproceedsthe client getsmoreandmore
capabilitiesat /.

In thiscasejt mightbeniceto have atypesystemn whichthedynamicchecks
wereunnecessary.e. in whichthe dependencbetweerthe z couldbe expressed
statically We discusghis furtherin the conclusion.
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6 TypeExtensions

In this sectionwe shov how to extendour resultsto arichertype systemwith non-
trivial subtypingon channeltypes. Following Pierceand Sangiogi [24], channel
subtypingis definedusing read and write capabilities. Our requirementhat all

typesbe FBC, however, forcesusto follow a moregeneralapproactthanthat of

[24]. Examplesof the useof theseextendedtypesmay be foundtowardsthe end
of thesection.

Typesand Subtyping. The definitionof extendedpre-typess givenin Table9,
wherewe explicitly introducesyntacticcateyoriesfor locationcapabilitiesk-A and
channelcapabilitiesa-3. We definetypesbelaw, afterdiscussingubtyping.

In the extendedanguageave will requireexplicit capabilitiesto performoper
ationson locations;thusthe setof locationcapabilitiesis extendedfrom that of
Sectiord. Thenew capabilitiesare:

e move, theability to moveto thelocation,and
e newc, theability to createa new local channel.

In otherlanguagessuchasthatconsideredn [25] othercapabilitiesmightbe de-
fined, suchasthe capabilityto halt or migrate a locationor the ability to create
sublocations

Sincewe allow subtypingon channetypesthedefinitionof subtypingonloca-
tion typesmustgeneralizehatof previoussectionsThere subtypingcorresponded
to reversesubseinclusionon capabilities.For the extendedype systemwe have
thatK < L if for every capabilityA € L thereexists a capabilityk € K which is
“at leastasgood”,i.e. K < A. Herethelocationcapabilitiesk andA arecompared
inductively usingtheassociatetlypes,e.g. aA < a:B if A <B.

We alsodefinecapabilitiesor channelswhich maybeinterpretedasfollows:

e r({) grantspermissiorfor anagentto receve valuesV from a channeland
thento useeachV with at mostthe permissionspecifiedby ¢; and

e w(&) grantspermissiorfor anagentto sendvaluesV into achannelaslong
asthatagenthas,on eachV sent,at leastthe permissionspecifiedoy .

Subtypingfor channelss just asfor locations: A < B if for every capability
B € B thereexistsa capabilitya € A suchthata < (3. But thesubtypingrelationon
channekapabilitiess moreinteresting:

Q) < KT if L <T
wig) <w(®) if &<t

As oneshouldexpectfrom theintuitive descriptiongivenabove, thereadcapabil-
ity is covariant,whereaghe write capabilityis contrazariant. Thusarecever can
alwaystake fewer capabilitiesthan specifiedby ¢, whereasa sendercan always
sendmore capabilitieghanspecifiedoy &.
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Table 9 ExtendedPre-Types

Capabilities: Subtyping:
K ::= move | newc K <K
| aA aA<aB if A<B
a = r{{) r(() < n({) if ¢ <T
| w(E) w(E) <w(E) if & <¢
Pre-Types:
K = loc{K} K<L if VAeL: IKeK: K<A
A = chan{a} A<B if VBeB: JoecA: a<p
{i=A T (<t Vi<
| K[A] K[A] <L[B] if K<L andA<B

DEFINITION 6.1 (EXTENDED TYPES).

(a) A locationpre-typeK is atypeif a:A € K anda:A’ € K imply A = A’.
(b) A channebpre-typeA is atypeif:

r({) €A and r({') € A imply (=T
w(€) € A andw(§’) € A imply {=¢
r{({) € A andw() €A imply & <

(c) Pre-typesof theform Z andKJ[A] aretypesif their constituenicomponents
aretypes. 0

As before, location types are allowed at most one capability for eachchannel.
Channeltype are also constrainedo have at mostonereadand one write capa-
bility. The final constrainton channeltypesis a consisteng requirement.It pre-
ventsagentsfrom “fabricating” capabilities. For example, it preventsan agent
from sendinga valueat type loc{a:A} andthenreceving the samevalueat type
loc{a:A,b:B}. We discusghis furtherafterpresentinghe Soundnes3 heorentor
thetyping system.

Note thatloc{} is a supertypeof every simplelocationtype andchan{} is a
supertypeof every channetype.

Simpleand “PS” Types. Theextendedypesincludethe“simple” typesstudied
in Sectiors 4 and5. The simplechanneltype chan({) is hereidentifiedwith the
typechan{r{C),w(C)}. Onsimpletypes,the subtypingrelationof Table9 degen-
eratesto thatof Table4. To establishchan{r({),w({)} < chan{r(&),w(§)}, it is
requiredthatboth{ < & and& < ; therefore and& mustbeidentical.
Readershatarefamiliarwith [24] will noticethatPierceandSangiogi’s chan-
nel types— “PS” types— are alsorepresentablén our type system(ignoring
recursion).The PSreadtype [{]" is identifiedwith chan{r({)}, the PSwrite type
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[(]™ is identifiedwith chan{w({)}, andthe PSread/writetype [{]™ is identified
with chan{r(C),w({)}. For thesePStypes,our definition of subtypingcoincides
with thatof PierceandSangiogi.

Our channeltypesinclude mary typesthatarenot definableusingthe system
of PierceandSangiogi, however. For example thetype

C = chan{r{loc{a:A}),w(loc{a:A,b:B})}

Is not expressibleas a PStype. Nonethelessit is easyto seehow suchtypes
arisewhenagentsaregranteddifferentpermission®n the namesn a system.Say
thatagentP hasa channelc attype C. Thetype of the channelallows P to use
channela atlocationsthatit readsfrom c. Otheragentshowever, may have been
grantedadditionalpermission®nc. For example,agentQ maybeableto useboth
channelsa andb at locationsreadfrom c. Thus,if P wishesto senda locationk
ong, it is requiredthatP know thatbotha andb aredefinedat k; thusP musthave
permissiondor botha andb atk. Thisis true eventhoughP itself cannotreadk
from c into avariablez andthenimmediatelyusechanneb at z.

Finite Bounded Completeness. Beforewe canadaptthetyping rulesof Table8
to thisnew languagdor typesor describehetaggedanguagewe mustfirst define
a partialmeetoperator1 andthusprove thatthe subtyperelationis FBC. Because
thetype systemhasa contravariantoperatoy the definition of meetr1 requiresthat
thetypelanguagealsohave ajoin L.

Thedefinitionsof the partialmeetandjoin operatorsaregivenin Table10. To
make the definitionsmorereadablewe write typessimply assetsof capabilities,
droppingthechan andloc. We alsowrite “a:— ¢ K” asshorthandor “thereexists
no A suchthata:A € K” Similarly, “r(—) ¢ A” is shorthandor “there exists no
( suchthatr(¢) € A" Also, let y rangeover the set{move,newc} of primitive
capabilities

The definitionis long, but it is not complicated simply rathertedious. Intu-
itively, the meetof two typestakes the union of their capabilities,whereasthe
join takesthe intersection. In the casethat two typeshave conflicting capabili-
ties,the meetis undefined.On the otherhand,the join simply ignoresconflicting
capabilitiesJeaving themout. For example,suppose¢hatwe arelooking attwo in-
compatiblechannetypes,oneof which hasa capabilityto readpairsandthe other
which hasa capabilityto readtriples. Themeetis undefinedit is notpossiblehave
a channelthat canreadboth pairsandtriples. The join is defined,but doesnot
includeareadcapability



ResourcéAccessControlin Systemsf Mobile Agents 36

Table 10 Partial MeetandJoin Operatordor Extendedlypes

For locationtypes,K MK’ is undefinedf thereexists ana suchthata:A € K and
aA’ € K" andAT1A" is undefined Otherwise:

KMK'=  {y|yeK oryeK'}
U{aA |aA €K anda- ¢K'}
u{aA’' | a-¢K andaA’ eK'}
U {aA” |aA eK andaA’ eK' andA”" =ANA'}

For channelypes,AMA’ is undefinedf ary of thefollowing hold:

(¢) € A and r(C') e A’ and{M T’ undefined
(&) € A andw(¢') € A’ and& LI &’ undefined
r(¢) € A andw(E’) e A’ and&’ £
(&) €A and r({') e A’ and& ¢« T

Otherwisethedefinitionis:

ANA ={ t) | HQ) €A and r(-) ¢A"}
U{ ) | r(-) ¢A and () e A’}
Uq{ ("] () eA and (') e A" and " =Cn'}
U{w() |w(&) €A andw(-) ¢A’}
U{w(@) [w(-) ¢A andw(l) €A}
U{w(&) | w(€) €A andw(&’) e A’ and &’ =&LI&'}

Thejoin onlocationtypes(K LIK’) andon channetypes(A LIA’) is alwaysdefined:

KUK = {y| yeK andyeK'}
u{aA” | aAeK and aA’ eK' andA” =ALA'}
AUA' ={ "y | r({) €A and r({') e A" and " =CuT'}
U{w(") | w(€) e A andw(f) e A’ and&"=&n¢&’}

For other types, M and LI are defined by strict homomorphicextensionas in
Definition 4.2. (Both meetandjoin are undefinedon typesthat structurallydis-
similar.)
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Onchannelsin orderfor {r(C),w(&)} M {r(C’),w(&’)} to bedefinedthetypes
mustsatisfythe following constraints.(In the figure, arrons indicateinclusionin
thesubtyperelation,i.e. “¢ — (" means'¢ < (")

¢, ¢
AN
e

As anexampleof the useof theseoperatorsgconsiderthe following:

L =loc{move,a:A,b:B} A =chan{w(loc{d:D,eE}),r(loc{d:D})}
K =loc{move,a:A’,c:.C} A’ =chan{w(loc{d:D,f:F})}

Thenwe have:

L 1 K =loc{move,a:(AMA’"),b:B,c:C}
L UK =loc{move,a:(ALA"}

A 1 A" = chan{w(loc{d:D}),r(loc{d:D})}
A U A" =chan{w(loc{d:D,eE,f:F})}

PROPOSITION 6.2. Theoperfator 1 definedn Table10is a partial meetoperator.

Proof. By inductiononthedefinitionof M onecanestablisithatr andL arecom-
mutative andassociatie. Thereforeto establisitheresultwe needonly shav that

for everytype(, &, n:

(@ n<Candn<§ imply {n&definedand n <qng
(b) (<nand{¢<n imply {U¢definedand{U¢ <n
(c) (¢ defined implies (M¢ < ¢

(d) (U ¢ defined implies ¢ <CU¢&

First note that <, M and LU are only definedfor structurallysimilar types. The
propertieqga)-(d) may thereforebe establishedisingstructuralinduction. (a) and
(b) mustbe provedtogetherasa singleinductionhypothesis|ik ewise (c) and(d).
Themostinterestingcasds for channelsWe describehis casefor eachof thefour
properties.

(a) SupposehatA” < A andA” < A’. We mustshov thatAT1A’ is definedand
thatA” < AMA’. Theproof proceedsdy caseanalysison the capabilitiesin
A andA’. We treatthe mostdifficult case,in which A andA’ eachcontain
bothreadandwrite capabilitiesthe othercasexanimmediatelybe derved
from thisone.Let:

A =chan{r(Q), w(§)}
A" = chan{r{C’), w(&')}
A" = chan{r(C"),w(&")}



(b)

(©)

(d)
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UsingtheassumptiofA” — A andA” — A’), theinductionhypothesisand
thefactthatA” is atype,we have:

4

induction ™ A" atype induction
gue’ g’ x4 -¢nd *)

Aption assm

E/ > ZI

Onecaneasilycheckthatthe conditionsfor definednessf meetat channel
types(Table10) aresatisfiedfor AT A’, andthus:

ATIA" = chan{r({NT),w(€UE)}

From (*) it follows thatr(Z") < r(¢N ') andw() < w(ELIE'). ThusA” <
ATA’, asrequired.

assumption assumption" Z

Assumethat A < A” andA’ < A”. We mustshov thatA LA’ < A”: i.e.
if o € A” thenthereexistsap € ALA’ suchthatf < a. SupposehatA”
containsa readcapabilityr(¢""). Thenby the assumptiorwe have that for
somel and{’:

r(() €A ¢ <{
r<zl> c A Z’ < Z”

By induction,{ LI’ is definedandl L1’ < {". Thereforer(CLITY € ALIA'.
Usingthe definition of capabilitysubtyping,we alsohave r(C LIT') < r(C"),
asrequired.

Theamguments similarwhenA” containsawrite capabilityw(g").

Supposethat AT1A’ is defined. We shav that ATTA” < A. Supposehat
w(&) € A; wemustshav thatA A’ hasawrite capabilitydominatedy w(§).
Therearetwo possibilitiesto consider (1) First, supposéhatA’ containsno
write capability(w(-) ¢ A’). Then,by definitionw(€) € AMA’, andtheproof
is done. (2) Otherwiseit mustbe thatfor someg’, w(&’) € A’. SinceAn A’/
is defined,it mustbethat& L&’ is defined,andthereforew (& LIE') € AN B.
By induction,§ < & LIE andthusw(ELIE') < w(E), asrequired.

Theamuments similarwhenA containsareadcapabilityr(&).

Supposethat A LIA’ is defined. We shav that A < AU A’. Supposehat
w(&") € AUA'. Thereforat mustbethatfor someg, &”:

=808  wEea wE)eA

By induction,& L&' < &. Thus,w(€) <w(ELIE"), asrequired.
Thearguments similarwhenA LA’ containsareadcapabilityr(¢”). O
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We now demonstratéhatno partialmeetoperatorexistsfor PStypes.To make
the countergamplereadablelet ususethefollowing abbreviations:

r(C) = chan{r{Q)} w({) = chan{w(Q)} rw({) = chan{r(¢),w({)}

TherearethreePStypesof theformio(), whereio isan“i/o tag” (io ::=r | w | rw).
Theseareorderedy subtypingasfollows, wherewe dropthefinal emptybraclets,
writing “io” insteadof “io()":
r W
NS

rw

Next, considertypesof theformio(io’()):

’rw(r>

rw(rw)

rw(w)

Already herewe canseethatthe type systemis not FBC. For examplethe types
r{r) andw(rw) have lower boundsbut they have no greatestiower bound: rw(r)
andrw(rw) areincomparable.

The Typing System. The typing relation” " P is definedin Table 11. The
new typing systemhasexactly the samerulesfor values(and mostof the same
rules for systems)as Table 5. The new rulesfor input, output, movementand
channelcreationare strongerthanthe old rules: they requireexplicit capabilities
for eachof theseactions.Becauseestrictionis treatedstructurally we mustalso
strengthertherule for channekreationat the systemlevel. (Without the stronger
rule, subjectreductionfails for the structuralequvalence.)The rule for matching
locationnamesds asin the previous section.This approachs extendedto channel
namesin the obvious way (rule t-eqcl); the rule is useful sincechannelnames
supportnon-trivial subtyping,unlike the previoussection.

The extendedtyping systemhasa correspondingiotion of extendedruntime
error, presentedn Table12. Herewe usethe partialfunctions“robj” and“wobj”
which,givenachannetype,returnthetypesof theobjectsthatmayreador written
onthechanneljf thesecapabilitiesaredefined:

robj(A) £, if rl)eA  wobj(A) EE, if w(E)eA

Finally, to definetagged reductionwe mustalsomake a small changeto the
structuralequivalenceon taggedterms,in line with the changeto the typing rules



ResourcéAccessControlin Systemsf Mobile Agents 40

Table 11 ExtendedTyping System
Threadqrulest-str, andt-newl; from Tableb):

(t-r]") Mhwuchan{r(Q)} T, wX:{hyq (t-w!) [y uichan{w(Q)}, Vi, p
Mwu?(X:{)q MUl (V) p
(t-eql”) r="uK,viL Fhyq ro{uL,vK} K/ p
[ Ky if u=vthen pelse q
(t-eqc!) FEywA,viB THyg Fiw{uB,v:A} H/p
T

[ Hyif u=Vvthen pelse g
[ " uwloc{move} T H'p

(t-movey)
‘ FRyusp

=" wloc{newc} I, naAR/p

(t-newc;)
My (vaA)p

Systemgrulest-rung, t-strg andt-newls from Tableb5):
vYw e dom(A): T " wiloc{newc} MAaH"P
r =" (vaaA) P

(t-newc’)

IdentifiersandValuesasin Tableb.

for systems.(No changesarerequiredto the definition of reductionfor untagged
terms.) Theagent/[(va:A) p]r is only allowedto createa at / if it hasthe newc
permissionat Z; therefore the rule s-newc is replacedwith the following version
whichincludesthis requiremenasa sidecondition:

(s-chan”)  L[(vaA)plr = (va{t:A} L[plr,,aa if (£) <loc{newc}

Usingthesedefinitionswe have the standardubjectreductionandtype safetythe-
oremswhichareprovedin AppendixA.

THEOREM 6.3 (SOUNDNESS).
(@if r="PandP — P thenl " P'.
(b)IfFIF" QandQ+— @ thenl IH" Q.
(©) I IH" Q impliesQ 2%,

The requirementhat readand write capabilitieson a channelmustnot con-
flict (if both are defined)is essentialfor the validity of the theorem. Suppose
two agentssharea channelc at £ with type C = chan{r(An),w(Ay)}, where
A = chan{r(C),w(¢)} andA,, = chan{w({)} for somel. Notethatthis is not
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Table 12 ExtendedRuntimeErrors
Rulese-eql, e-eqc ande-str from Table7.

(e-move”) ¢[kzp]r &5 if F(K) £ loc{move}
(e-subc”) ¢[(va) p[r & if F(k) f_ loc{newc}

(e-snd”) e[a(Vyqr F&s if To(V ﬁwobj(r(ﬁ,a))
(e-rcv') ([a2(X:) pla &> if robj(A(£,a)) £ T
(e=comm”) £[al(V)p]r | £[a%(X:7)qla 2> if wobj(T"(¢,a)) £ robj(A(£, a))

a valid type (andthusare not allowed by our type system)becausehe readand
write capabilitiesconflict (A, < Ay). If we did allow suchtypes,however, then

we couldfind ', Y andq suchthat:

rH EHC! (a)]]{...,K:Ioc{c:C,a:AW,...}} ‘ EHC?(X:ArW)X?(Y) q]]{...,ﬁ:loc{c:c}}

But it is easyto seethat this taggedterm leadsto a runtime error due to rule

e-comm”; thetypeof thesentvalueandthetypeof therecevedvaluedonotmatch.
It is appropriatehatanerrorshouldoccurhere.Theresultof thecommunication,
L[a(Y)lly....e1ociccanmw}) IS clearly undesirablesincethe readcapabilityon a

hasbeenfabricated.Notethatif I'(a) = A, thensubjectreductionalsofails asa

resultof thiscommunication.

Example. Asanexampleof theuseof theseextendedypes,considersenerfor
read/write(get/put)cellssimilarto the countersener from Section3.

S(h) < xred?(z]y]) (vcell:Lee) zy!{cell) | cell:: Cell(cell, 0)
Here“Cell” representshe codefor thecell, for example:

Cell(h,n) < (vsint) si{n) | xg?(Zly]) s2AX) (SI{x) | zy!(x})
| +p2(2Y],v) $2(x) (sH(V) [ 2Y())

Let us usethe abbreiationsfor PStypesintroducedabove. The allocation type
L. Of thecell locationcell canthenbewritten:

Leel = loc{move,newc,g:rw({g), pirw({p) }
(g = loc{move}|w(int)]
(p = (loc{move}[w()], int)

Location cell must be given at leastthe type L. in orderfor the cell codeto
typechecKit mayalsobegivena subtype) Notethatthechannelgy andp mustbe
declaredwith bothreadandwrite capabilitiesasthe sener readsfrom themanda
usermustbe ableto write to them. The cell requiresonly the write capabilityon
theresponsehannelst receveson p andg.
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Theusers capabilitieson the cell aredeterminedy thetransmissionyped eq
of channefeq (which musthave typerw(C,eq)). If onetakes

{req = loc{move}w(L. )]
L., = loc{move,g:w({g), p:w((p)}

thenthis type ensureghat a cell usercannot“redefine” the methodsp or g (by
interceptingnessagesentonthesechannels)nor canit createnew channelsitthe
cell location.

To emphasizehis pointconsidertthefollowing user:

U(h) < (vr) servred(h[r]) | r2(z) U'(h,2)

U requestsicell usingtheresponsehannek. ThenthesystemS(sery) | U(k) can
reduceto

S(serV | (veellLee) U'(k, cell) | Cell(cell)

If {,eq is asabove, thenone canbe surethat the agentU(k, cell) hasrestricted
accesso cell in this system.For example,if U’ hastheform

U'(h, cell) < cell:: p?(X)...

thenU(K) will beuntypable Viewedasataggedsystempnecanseethis definition
of U’ will alsocausearuntimeerror After receving the cell, thetaggeduseris of
theform

k[cell:: p2(X)....] ;... celtloctrun,gw(Zg) pw(Zo)}}

Clearlythisagentwill producearuntimeerrorwhenit attemptto readonp.

We shouldpointoutthatthis typing alsoaffordssomelevel of protectionto the
user Theresponsehannelr is sentto the sener with write capabilityonly; thus
thesener maynotinterceptothermessagethattheusermaywishto receveonr.
Perhapsnoreimportant,the users locationis sentwithout the privilegeto create
new channelshere,keepingthe sener from performingary computationat the
userdocation.
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7 Conclusions

Summary. We have presente@typingsystentor controllingtheuseof resources
in languageshat describemobile agents.The typing systemhasbeendeveloped
for adistributedversionof the r-calculusin which agentsarelocatedtermsof the
ordinaryTtecalculusandresoucesarechannelsvhich agentsuseto communicate.
A centralassumptiorof thetype systemis thatevery resourcas fixedto a partic-
ular location,whereasagentsarefree to move from onelocationto another This
assumptiomasleadusto definethenotionsof locationtypeandlocationsubtyping
whichwe believe to benovel.

We have developedthe typing systemin stagesThefirst typing systemuseda
languageof simpletypesin which the only non-trivial typeswerelocations. The
secondyping systemwasalsodefinedover simpletypes,but wasmorepermissve
than the first, allowing agentsto use simultaneouslycapabilitiesacquiredfrom
disparatesourcesThethird andfinal typingsystenusedanextendedypelanguage
which supportedsubtypingon resourceaypes(akachannekypes).

Crucialin the developmentof the typing systemshasbeenthe presenceof a
partial meetoperatorat all types. The needfor suchan operatorforced us to
abandonthe notion of resourcetypesproposedby Pierceand Sangiogi [24] in
favor of moregeneratypes.

The usefulnes®f the typing systemdhasbeenshavn by introducinga tagged
languagen which agentsareannotatedvith their capabilitysets. Thetaggedan-
guageandthe associatedeductionrelationappeato be novel.

RelatedWork. Therearenumerouganguagesow in theliteraturefor describing
distributedsystemspPrtis perhapslosestn spiritto [12, 3, 26, 5] which alsotake
astheir point of departurehe t-calculus,althoughwith eachtherearesignificant
differences.For examplein the join calculus[1”7] messageoutingis automatic
astherestrictedsyntaxensureghatall channelshave a uniguelocationat which
they areserviced.In Dr, to senda messagdo a remotelocation,an agentmust
first spavn a sub-agenwhich movesto thatlocation;locationsaremorevisiblein
D1t In addition,severalof thesdanguage$1?2, 26, 5] adoptlocationmovemenis
themechanisnior agentmobility. We describethis furtherwhenwe discussopen
iIssuespelow.

Many channel-baset/ping systemdor tcalculi andrelatedlanguagehave
beenproposed.For examplein [24], discussedt lengthin Section6, Pierceand
Sangiogi definea type systemfor the T-calculuswith readandwrite capabilities
on channels. Sewnell [26] generalizeghe type systemof [24] to distinguishbe-
tweenlocal communicationyhich canbe efficiently implementedandnon-local
communicationFournetetal. [15] have developedan ML-styletyping systentor
the join calculuswherechannelsare allowed a certainamountof polymorphism.
Amadio [3] haspresented type systemthat guaranteeshat channelnamesare
definedat exactly onelocation,whereaghetype systemof Kobayashetal. [19]
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ensureshatsomechannelareusedinearly.

Thework closestto oursis that of de Nicola, FerrariandPugliesg9]. Their
goalsarethe sameasours, but the specificsof their solutionare quite different.
They work with a variantof Linda[&8] with multiple “tuple spaces”.Tuple spaces
correspondo locationsin our setting,andtuples(nameddata)correspondo re-
sources. The type systemof [9] controlsaccesdo tuple spacesfatherthanto
specifictuples,andthusprovidescoarsefgrainedcontrol of resourceaccesghan
thatprovidedby ourtyping system.

Staticanalysedor proving varioussecuritypropertiesof programshave also
beenproposedy severalauthorsiwo recentreferencesre[18, 16)].

Openlssues

Partially-T yped Systems. The 1-calculus[2]] itself is a languageor resource
accesgontrol, using the mechanism®f restrictionand scopeextrusionto regu-
latethe availability of resourcesDistributedrtcalculisuchasDrtinheritthesame
mechanismsso one might wonderwhy locationtypesareneededat all. The ul-
timategoal of our work is to provide a semanticdor “partially-typed” systemsn
which locationsneedonly consideldocal resourcesvhentype-checkingncoming
agents.Obviously, to definesucha system the notion of local resouce mustbe
clearly understoodleadingus to definelocationtypes. In this paper we have at-
temptedo fully explorethe propertieof locationtypesusingvarioustypesystems
andexamples Althoughwe have not heredefinedatyping systenthatfully meets
our goals,we have laid the foundationfor one.

Recursive Types. To simplify the definitionsandresultsof paper we have not
includedrecussivetypesin ary of thetyping systemswve have presentedWe spec-
ulatethatthe extensionto recursve types,however, will be smooth.To do so,one
would needto replaceevery instanceof type equalityin the paperwith a wealer
relationsuchasbisimilarity [ 28] or equalityupto unfolding[26]. We donotexpect
thatthe proofsof subjectreductionandtype safetywould be mucheffectedby this
changejnor do we foreseeary difficulty in extendingthe proof of finite bounded
completenessNotethatwithout recursve types,mary interestingsystemsannot
be expressed.Theseincludeencodingsof recursve datastructuressuchaslists,

andencodingf othercalculi, suchastheA-calculug[24]; atoy exampleis a! (a).

Linear Types. At theendof Section5, we describeda sener which createsa
locationwith threechannelsandthencommunicateshe namesof thesechannels,
oneat a time. In orderfor a client to usethesechannelsn concert,matching
IS requiredto guarantedhat all of the channelsreceved are locatedat a single
site. In mary casesit maybe possibleto establistthis requiremenstatically thus
makingthedynamicmatchingredundanthowever, ourtypesystems notpowerful
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enoughto do so. Supposehatwe extendthelanguagewith atypefor “channelsat
W’ @yvchan{{}. Considetthethreads:

p = a?(zloc) b?(x:@chan)
q = (v/[c]) al(¢) bl{c)

The threadq createsa location/ with channelc, sends? andthensendsc. The
threadp, insteadwaitsto receve alocationz andthento receve achannelx at z

Thiscodecanbestaticallychecledto guarante¢hatwhenx is receved,xisindeed
locatedatz (i.e. £). However, if we have two copiesof p runningin parallelwith q

andanotherthready,

r = (vk[d]) al(k) b(d)

thenit is nolongerguaranteethateachcopy of p will receve amatchinglocation
and channel. To eliminatesuchproblems,one might adoptthe notion of linear
channelg19 andrequirethatchannelsuchasa andb have atmostonesender

Type Extrusion. Onelimitation of our languagas thatnamescanbe extruded,
but typescannot. To shaw this we studya modificationof the countersener de-
scribedin Example2 of Section3. The countersener cSrelieson the fact that
the namesup, dn andrd are public. It is also possibleto restrictthesenames,
ensuringthatthey arefresh. In this caseit is necessaryo export the namesbe-
fore they canbe usedoutsidethe scopeof the restriction. For example,onemay
wish to export thesenamesso that a remotelocation, outsidethe restriction,can
also createcounters. Recall that countersare representeds locationsof type
Lc = loc{up:Ayp,dn:Aqn, rd:A 4 }. Themodifiedsener supportswo methodscreq

for counterrequestandsreqfor sener requests.The methodsreqrespondswith

namesaup, dnandrd. Usingthese ausercansetup its own countersener andthus
createits own counters.

cS(h) <= (vup,dn,rd) xcred?(z]x]) (ventLc) zx!{cnt) | cnt:: Coun{cnt O)
| xsred?(z]x]) zx!(up,dn,rd)

We would thenhopeto write auseras:

U(h) < (vr) serusred (h[r])
rAup,dn,rd)
(vreg) xred?(z[x]) (ventL) ...
| (vs)red(h[g]) ...

This user however, is not a term in our language. The problemis the term
(ventL.) ... wherethe usercreatests own counter In this occurrenceof thetype
L., theidentifiersup, dn andrd are variablesratherthan names,andthis is not
allowed by our syntax; we requireall typesto be closed. We might hopefor a
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cleverersolution,suchasthefollowing, wherethe original sener sendsa threadto
theclientthatcancreatenew counters.

cS(h) < (vup,dn,rd) xcred?(Zx]) ...
| xsreq?(Z[req) z: xred?(Z[X]) ...
U(h) < (vreq) serusred (hjreq)
| (vs)red(h[g]) ...

However, this solutionis also problematic. The value returnedon the response
channels is a counter andthusthe type L. mustbe usedin the type of s (and
thereforein thetype of therequesthannelreq). However, this useris not within
the scopeof the original sener’s restrictionon up, dn andrd, andtherefore the
rulesof restrictionguarante¢hatthis senerandusercannotbetypedtogether(the
namesup, dnandrd in thesenerwill bealpha-comerted).

Thereare variousways of rewriting the codeso thattype-checkingails in a
differentplace,but the basicproblemis alwaysthe same. To addresghis short-
coming, one might relax the restriction that types be closed. This cannotbe
donenakwely, however, without losing subjectreduction. For example,the term
a?(zx]) b2A(wly]) (vZ:loc{x:A,y:B}) p might reduceto (vZ:loc{a:A,a:B})p, which
Is not a well-formedtermin our languagdf A # B. A suitablerestrictionmight
be thatall variablesin atypebe co-located An alternatve approachwould be to
allow communicatiorof types.

Location Movement. Finally, thereademwill have noticedthat“locations”,aswe
have presentedhem,areratherabstracentities,which arenot meantto represent
physicalmachinesThisis mostapparentvhenconsideringherestrictionoperatoy
by whichanagentcandynamicallycreateanarbitrarynumberof new, independent
locations.In this respecthe languages similar to Oblig [6], were“sites” arenot
directly representedh the languageandinsteadare discussedas an auxiliary or
“meta” concept.

A moresatisfyingaccountof physicaldistribution is obtainedusinga hierar
chical representationf locality asin the join calculus[17], the ambientcalculus
[5] andsomedistributedte-calculi[25, 26]. In ahierarchicaimodel,machinesan
be viewedaslocationswhich containobjects(which arelocations) which contain
sub-objectsandsoon. In suchlanguagesit is locationswhich move, ratherthan
threads andthusagentsareidentifiedwith locations ratherthanthreads.This has
the advantagethat agentsmay be multi-threadedandthusagentshat may move
“at ary time” areeasiero express.

While locationmovementis in somesensanoregenerathancodemovement
(atleastif thelanguages enrichedwith otheroperatorof sufficientpower[5]), we
have choserto concentrat®ncodemovementecausé is supportsacleardistinc-
tion betweernresouce andagentwhich is well understoodrom decade®f work
in concurreng theory;it is alsoa “specialcase”of extremepracticalimportance.
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Thelanguageof this papercanbe consideredminimal” in the sensehatthere
is only oneform of movement: codemovement. We are alsointerestedn type
systemdor language which the only form of movements locationmovement.
However, location movement,in a simple languagesuchas D, is not powerful
enoughto expressinteractionbetweenagents.This is becausall interactionoc-
curswithin a location,andthereforeinteractionbetweerlocationsis not possible
without someextensionto thelanguageln variantsof thedistributedjoin calculus
[12, 26, 25], in additionto locationmovement,codemovementis allowed, often
in the restrictedform of messge movement— i.e. the move operatoris of the
form £:al(V) ratherthan/:p.” In the ambientcalculus[5], an openoperatoris
introduced: oper(¢) dissoheslocation/ (or, if you prefer the boundaryaround
location?) causingall of thethreadsin /£ to move to ¢’s parent. Thuscodemove-
mentis “hidden” insidethe openoperator Usingthe openoperatorin conjunction
with locationmovement,onecanencodechannelsandotherforms of (non-local)
interaction.

It is not clearhow a usefultype systentor staticresourceaccessontrolcould
bedevelopedfor thejoin or ambientcalculi. While resourcegarelocatedn thejoin
calculus,thelocationof a resources only significantfor messagenovementnot
for locationmovement.Thuslocationtypesin thejoin calculuswould only beuse-
ful for reasoning@boutthemovementof messagesyhicharetoofine-grainedo be
thoughtof asagents On the otherhandthe ubiquity of the powerful openoperator
in the ambientcalculusmalkesstatictyping untenablewithout the introductionof
additionalstructureto thelanguageThedefinitionof a usefultypedlanguagevith
hierarchicalocationmovementremainsaninterestingandopenproblem.
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A Proofs

A.1 Proofsfrom Section4.2

We first prove the WealeningLemma. The resultfor systemsstatedin the text,
relieson similar resultsfor threadsandvalues.

PROPOSITION (4.5).

@ NIr=P andA<T thenAFP.

(b) fr'kyp and A<T thenAkyp.

(c) firwV:C and A<T thenAky V:(.
Proof. All threeresultsareproved,in a straightforvard manney by judgmentin-
duction(i.e. by inductiononthelengthof thetypeinference) We giveoneexample
for eachresult.

(@) (t-runs) Supposd I £[p] becauséd + £:loc andl” F p. Usingthe auxiliary
resultswe obtainA + £:loc andA  p. Usingt-runs, we have A+ £[p].

(b) (t-ry) Supposé hy u?(X:{)p because:
I Ky u:chan(Q) and MwX:{kyp

Sincewe identify termsup to alpha-eqwalencethevariablesn X canalso
be chosento be new to A, in which caseA, X: is well-defined,andit is
easyto seethat (A, wX:() < (', wX:{). Sowe may apply inductionto the
above two statementso obtain:

A Ky u:chan(Q) and A, WXk p

Therule t-r, maynow beemployedto infer A iy, u?(X:{) p asrequired.

(c) (t-id) Supposé ky u:{ becausé (w,u) < {. SinceA < T thenby transitvity
we have A(w, u) < . Usingt-id, onecantheinfer Ak, u:¢, asrequired. O

As corollarieswe immediatelyhave thefollowing:

COROLLARY A.l. (a)If T+ Pthenl’, wW:( - P.
(b)If I, wWW:EFPandl <& thenl, wW:( - P. O

Proposition4.5 statesthat well-typing is presered whenthe typing erviron-
mentis augmentedlt is alsopreseredwhenthetyping ervironmentis decreased
by omitting all occurrencesf identifiersthatdo not occurfreein the systembeing
typed. Let I \ u denotetheresultof eliminatingu from I, i.e. (I \ u)(u) is unde-
finedand (" \ u)(w, u) is undefinedfor every w. For ary syntacticelementt, let
“fid (t)” returnthefreeidentifiersin t.
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LEMMA A.2 (RESTRICTION).

@ Ifr=P andué¢ fid(P) thenl \ut P.

(b) IfM'wp andu¢ fid(p) U{w} thenl \ uky p.

(c) If I iy U:& andu ¢ fid(U) U {w} thenl" \uky U:€.
Proof. In eachcasetheresultfollowsby astraightforvardjudgmentnduction.We
leave thedetailsto theinterestedeader O

As acorollarywe have thattypingis preseredby scopeextrusion:

COROLLARY A.3. Suppose doesnot appearfreein Q. Thenl” - (ve) (Q|P) if
andonlyif ' Q| (ve)P
Proof. We examinethe casewhene is achannelthecasen whicheis alocation
is similar. Supposd™ + (va:A) (Q|P). Thenusingt-newcs andt-strs, we have
thatl',Ag - Q andl", Ay - P. Applying LemmaA.2 to thefirst of thesewe obtain
(M, Aa)\ak Q, i.e. ' Q sinceais new to I'. Applying t-newcs to the second
statementve obtainl” - (va:A\) andthereforet-strs givesl - Q| (va:A) P,
Thecornverseusesghe sameargumentsin thereversedirection. O

As asteptowardproving subjectreductionnotethatclosedermsarepresered
by reduction.

LEMMA A.4. If PisclosedandP —s P’ thenP' is closed.
Proof. By inductiononthejudgmentP — P g

The proof of subjectreductionfor the typing systemdependsasis oftenthe
casepnasubstitutionemma.Howeverin this casebeforethe appropriatesersion
canbeprovedwe needthefollowing technicalLemma.

LEMMA A.5.

(@) If M -kK and [,zK, X:{twp  then T, i X, p{¥z}.

(b) If T F kK and I',zK, ;X:{ ky U:E then T, (XL Nt U{Kz}:E.
Proof. For bothresultsthe proofis similar. Informally the proof proceedsin the
caseof threadspy taking a derivationof the judgmentl”, zK, ,X:{ ky p, substitut-
ing k for z throughoutandtherebyobtaininga derivation of I, (X:{ 'T/v{‘;/z} p{¥z}.

Formally it is a straightforvardinductionon type judgments We omit the details.
O

Proof of the Substitution Lemma

We presentthe proof for the extendedtype systemof Section6. For this proof
only, we write - asshorthandor . The proofsfor the othertype systemsare
somevhatsimpler

LEMMA (4.7). For anyclosedvalueV:
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(@ If Vi and T, W X:{twp  thenT Ky, p{V/x}}.
(b) f My V:{ and I, X:Z ky U:E thenT R U{Vx]E.

Note that thereis no correspondingsubstitutionresult for systemsbecause
valuesmustbetypedata specificlocation.

Throughouthe proofwe useprimesto indicatetermsin which the substitution
hasbeenperformed;i.e. for t an elementof ary syntacticcateyory, t' denotes
t{V/x}}.

We first prove theresult(b) for values.The proof proceeddy inductiononthe
structureof X. Therearefour casesX maybew, X maybe someidentifier other
thanw, or X mayhave thetheform X or Z[X].

First, suppose¢hatX = w. BecauseX = w it mustbethatw = V = k for some
k. We proceedoy inductionon U to show thatl™ k U”:€.

e Supposehat U = w andthereforeU’ =V = k. The secondpremisemay
bewritten ", yw:{ iy w:&. Herewe know that{ < & andthereforetheresult
follows by applyingwealeningto thefirst premise(l" - k:{).

e SupposehatU = u# w. Thesecondremisemaybewrittenl”, \w:( ky U:€.
Therearetwo possibilities.If & is alocationtype,wemusthavethatl (u) < &
andthusl k u:&. Otherwisel mustbeof theformloc{u:&’,...} whereg’ <&.
Sincel K k:{ we canthereforeconcludethatl” K u:€.

e In theothercasesy = U:€ andU = ¢[b]:L[B], the resultfollows usingthe
innermostnduction.

SupposeinsteadthatX = x # w. In this casedt mustbethatw’ = w. Againwe
proceedy inductionon U to show thatl" i, U’:€.

e SupposéhatU = x andthereforel’ = V. Either& is alocationtypeandso
by thefirst premisd + V:¢&, or & is anothetypeandsov mustbeequalto w
andagainthefirst premisegive therequiredresultl k, V:&.

e SupposehatU = u # x. Theresultisimmediateby applyingthe Restriction
Lemma(LemmaA.2) to thesecondoremise.

e Again,theothercasedollow by straightforvardinduction.

SupposeX = X:Z. ThereforeV musthave the form V andby assumptiorwe
have that:

rwV:Z and T, Xy U:E
We canrewrite this as:

M Viidy,..;Vnildn  and T, Xy, ..., vXniln ly Uz
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Usinginductionwe have:
M vXiay ey v(Xn-1ilnea) 'T/V{Vn/xn} U{Vo/xa:€

Repeatinghis process timesyieldsT f U’:E, asdesired.
Finally, supposeX = z[X|:K[A]. ThereforeV musthave the form k[@ andby
assumptiorwe have that:

k@K@ and T, K@:K[E hyU:E
We canrewrite this as:
kK and T H&TA and T,zK, XA kU:E
UsingLemmaA.5 we have:
[, XA rupsy U1Y2HE

Applying inductionyieldsT k, U’:€, asdesired.

Having establishetheresultfor valueswe now provetheresult(a) for threads:
My V:Z and T, X:{kyp imply Ty P/

Again we proceedby induction on the structureof X. The inductive casesare
asbefore,sowe only presenthe basecasewhereX is anidentifierx. This case
is establishedby a secondarynductionon thejudgmentl, \X:{ iy p. Most of the
casesn thesecondarynductionarestraightforvard,theexceptionseingthecases
for inputandchannerestriction.We shav thesetwo cases.

Firstconsiderthe casefor t-r{'. Our proofobligationis to shaw:

My Vg and T, ek uAY:E) g imply Ty UAY:E)of *)

Therearetwo casego consideyx = w andx # w. Firstsupposeghatx = w. Here(
mustbea locationtype,sayK andthereforeV mustbealocationname sayk. The
premisesn (*) maythereforebewritten:

NEkK and TI,wKRu?(Y:§)q
Fromt-r{ we have:
[, wK Ry uchan{r(§)} and TI,wK,wY:&q
UsingLemmaA.5 twice, we obtain:

[k U:chan{r(])} and T, Y:EEq
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Finally, t-r{ canbeappliedto arrive atthedesiredconclusion]” i u/'?(Y:§) d'.

Continuingthecasefor t-r;’, supposex# w. This cases astandardapplication
of induction. The detailsareasfollows. Usingthe secondpremiseof (*) andt-r;,
we canconcludethat:

v kyuchan{r(§)} and T, x{wY:{kq
Notethatsincew # x, we mayrewrite theabove as:
vl kyuchan{r(§)} and TI,uY:& x{hkq
Now we mayusetheinnerinductionto conclude:
I Uichan{r(§)} and T, Y&k

Thereforeusingt-r;’ we have,asdesired[ i, U2(Y:§) .

Now considerthe casefor channelrestrictiont-newc;’. In this casethe proof
obligationis:

My V:C and T, x{y (vaA) g imply TRy (vaA)d (**)
Usingthe secondoremiseof (** ) andt-newc;’, we canconcludethat:
Fwed waAtwq (**)

At this pointwe mustconsidertwo casesgitherx # w or x = w. Firstsupposehat
X # w. Then(*** ) canberewrittenasrl, wa:A, yX:{ ky g andwe canapplyinduction
to getl, wa:A ky d andthent-newc; to getl ky (va:A) ¢, asrequired.
Ontheotherhandif x = w, thenwe mustuseLemmaA.5. Sincex = w, it must
bethatV is a locationnameandthusV = k and{ = K for somek, K. We can
thereforerewrite thefirst premiseof (** ) andthe statemen¢*** ) as:

kK and TI,wK,ywaAhk(q

Thesecanbeappliedto LemmaA.5 toyield I, ya:A K  andthus,usingt-newcy
[k (vaA) d, asrequired.

Proof of the Subject Reduction Theorem
THEOREM (4.6).
(@) If P=P' thenl - Pif andonlyif I - P'.
(b) If P— P’ thenl - P impliesl - P'.

The first statements proved by inductionon the proof of P = P’. The main
axiom, scopeextrusions-extr, is coveredby the Corollary A.3. The otheraxioms
andrulesarestraightforvard calculationdeft to theinterestedeader

The secondstatements proved by inductionon the proof of P — P’. The
rule r-str follows from thefirst parttheremainingrulesare,again,straightforvard
calculations\We give two examples.
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e r-move states/[u::p] — K[p]. By supposition - £[u::p]. Thenusing
t-rung we have T | u:p. Thenusingt-movey, I k p andthereforeby t-rung
I FK[p]-

e r-comm state[al (V) p] | £[a?(X:Q)q] — £[p] | £[a{V/x}}]. Suppose +
[al(V)yp] | ¢[a(X:{)q]. To satisfythe proof obligation, it is sufficient
to shawv that | p and Tl | gq{V/x}. Thefirst is easyto establishfrom the
hypothesiswhich entailsl” i al (V) p. Usingthe hypothesisindthe rulesfor
typing it mustalsobethat:

MEV:C I | a:chan({) I a:chan({) M, Xi{hHq

NoteherethatV is a closedvalue. We canapplythe SubstitutionLemmato
obtainl" 1 q{V/x}, asrequired.

A.2 Proofsfrom Section4.4

In this subsectionve prove the SubjectReductionTheoremfor the taggedlan-
guage. We first presenta lemmacharacterizinghe definition {,V:{} givenon
page2b.

LEMMA A.6.

@{NV:} VL

(b) =K V:C implies= < {,V:(}.
Proof. By inductiononV, usingthe definitionof typing for valuesandthe defini-
tion of the notation® {,V:{}” givenon page25. O

THEOREM (4.8). For all taggedsystems
(a)If P=P thenl I- Pif andonlyif I I+ P'.
(b) If P— P’ thenl I+ Pimpliesl I- P'.

Asin Theorent.6, theproofof (a)is straightforvardby inductiononthederivation
of P = P’. We shav theargumentfor therule s;-newc, which states

([(vaA) pla = (va{L:A}) £[p]a, aa

Supposd” |- £[(va:A) p]a, andthereforel < A andA I (va:A)p. Thenusing
t-newct A, jaA Il; p. Fromwhichwe obtainfrom t-run; thatA, sa:A IF £[p]. Since
I, aA <A, aA we canapply the new typing rule for taggedagentst;-rung, to
obtainl, ;a:A I- £[p]a, ,aa @andan applicationof t-newcs givesthe requiredl I
(va:{€:A}) £[p]a,,aa- Theagumentin the otherdirectionis muchthesame.
Theproof of (b) is by inductiononwhy P+ P’. The only non-trvial caseis
thecommunicationrule for taggedhreadsri-comm. Sosuppose

ZIFL[aV)yplr | £[a?(X:Q) q]a,
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thatis, " I al(V) p, Al; a?(X:{) gand= < T, = <A. We mustshav

= £pr | £[afV/X}Ha

whereA’ denoteAM{,V:{}. Thusour proof obligationsarethree:we mustshow
thatl It; p, &' I g V/x} and= < &',

Most of the requiredwork hasalreadybeencarriedoutin Theorem4.6. The
proofof I |; p is identical,thussatisfyingthefirst obligation.

Since= <T and= < At follows thatl" (£,a) andA(¢,a) mustcoincideat the
type chan({) (becausedhereis no subtypingon channels). Using LemmaA.6b
we have {,V:(} i V:{, andtherefore’ | V:, by wealening (Proposition4.5).
The hypothesisalsoimplies A, (X:{ | g andthus, againby wealening we have
A X:CH g. We cannow usethe Substitution.emmato obtainthe secondbliga-
tion, &' 5 q{V/x}.

Usingthe premiseandtyperuleswe havel F V:(; thusby wealeningwe have
=k V:{ andtherefore= < {,V:{}, by LemmaA.6a. Usingthis andthe factthat
= < A we obtainthethird obligation,= < A’

A.3 Proofsfrom Section5

The proofs of the following results extend immediatelyto the improved type
rules: type specializationLemma4.4), wealening (Propositior4.5), substitution
(Lemma4.7, andtagged/untaggeckduction(Propositiord. 10).

THEOREM (5.1).

(@If r"PandP — P thenl ' P,

(b) If T IF PandP — P’ thenl" I P'.

(c) T I PimpliesP &5,
Proof. Thenew typerulesdo not affecttermsthatcanbe shavn to be structurally
equvalent and thereforethe resultsfor the structuralequivalencesfollow from
Theorem4.6 and Theorem4.8. The proof of (c) is alsounchangedrom that of
Theorend.12

Both (a) and(b) follow by inductionon the definition of reduction. The argu-
mentis muchasin Theorem4.6 andTheorem4.8. The only casewhich changes
Is that for successfumatchinglocationnames. We treatthe untaggedcase;the
taggedcases similar. Thereductionruler-eq; states:

£[if k =k then pelse g] — £[p]

So supposd™ +' £[if k= kthen pelse q]. This mustbe typed usingt-eql;, thus
we have that for somek;, I H kiKq, I H kiKz and T 1 {k:K1,kiK2} K'p. This
mustmeanthatl" (k) < K, andTl (k) < Ky; thusl (k) < K1MKa. It follows from
wealening(Propositiord.5) thatl -’ £[p]. O
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A.4 Proofsfrom Section6

The proofsof the following resultsextendimmediatelyto the extendedtype sys-
tem: type specializationLemma4.4), wealening (Proposition4.5), substitution
(Lemma4.7, andtagged/untaggectduction(Propositiord. 10).

THEOREM (THEOREM 6.3).

(@Ifr+"PandP — P thenl " P'.

(b)IfFIF" QandQ+— @ thenl IH" Q.

(©) I IH" Q impliesQ =215,
Proof. Theproofof theresultfor thestructurakcongruencén Theorenv.6extends
directly to boththetaggedanduntaggedanguage.

Theproofsof (a) and(b) are,asusual,by inductionon the definitionof reduc-
tion. We discussthe untaggedcase. The only interestingcaseis r-comm, which
states:

¢[a(vyp] | £[a2X:)a] — £p] | ¢[af"/x}

Supposd H" Z[al(V)p] | £[a?(X:C)q]. To satisfythe proof obligation,it is suf-
ficientto shav that™ H'p andl” K'q{V/x}. Thefirst is easyto establishfrom the
suppositionwhich entailsl” Hal (V) p. Usingthe suppositiorit mustalsobethat
for someg:

THVE THachan{w(®)} T Hachan{r(Q)} T, XHG

By the ruleson valid typesit mustbe that¢ < {. And thereforeby wealening,
[ HV:Z. We cannow apply the SubstitutionLemmato obtain " "q{V/x}, as
required.

To prove (c), we proceedasin Theoremé.12, proving the contrapositre (that

Q ™ impliesfor no ™ canwe prove I IF” Q) by inductionon the definition of

Q™. As beforeeachof the casess straightforvard, the new rulesin Table 7

presentingho additionaldifficulty. We omit the details. O
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